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The silc_http_server_parse function in lib/silchttp/silchttpserver.c in the internal HTTP server in silcd in Secure Internet Live
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Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Silcnet Silc Toolkit 1.1 All All All
Silcnet Silc Toolkit 1.1.1 All All All
Silcnet Silc Toolkit 1.1.2 All All All
Silcnet Silc Toolkit 1.1.3 All All All
Silcnet Silc Toolkit 1.1.4 All All All
Silcnet Silc Toolkit 1.1.5 All All All
Silcnet Silc Toolkit 1.1.6 All All All
Silcnet Silc Toolkit 1.1 All All All
Silcnet Silc Toolkit 111 All All All
Silcnet Silc Toolkit 1.1.2 All All All
Silcnet Silc Toolkit 1.1.3 All All All
Silcnet Silc Toolkit 1.1.4 All All All
Silcnet Silc Toolkit 115 All All All
Silcnet Silc Toolkit 1.1.6 All All All
Silcnet Silc Toolkit All All All All
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Reference Source Link
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:016 SUSE lists.openst

Security Advisory SA36625 - SILC Toolkit / SILC Server Incorrect Format Specifier Memory Corruption - Secunia  SECUNIA secunia.cor

Support / Security / Advisories / / MDVSA-2009:234 | Mandriva MANDRIVA  www.mand
404 Not Found CONFIRM  silcnet.org

SILC Toolkit HTTP Server Format String Vulnerability BID WwWw.securi
Debian -- Security Information -- DSA-1879-1 silc-client/silc-toolkit DEBIAN www.debial
Debian update for silc-client and silc-toolkit - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.cor
SILC Secure Internet Live Conferencing CONFIRM  silcnet.org

oss-security - CVE id request: silc-toolkit MLIST www.openv
oss-security - Re: CVE id request: silc-toolkit MLIST Www.openv
CVE Program record CVE.ORG WWWw.cve.ol
NVD vulnerability detail NVD nvd.nist.go

-

Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-09-11 Tomas Hoger Not vulnerable. This issue did not affect the versions of libsilc as shipped with Red Hat Enterpri

-

4] i

There are currently no legacy QID mappings associated with this CVE.
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