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Summary

CVE CVE-2008-7165

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-04 10:30:00 UTC

Updated 2018-10-11 20:58:00 UTC

Description Cross-site request forgery in cp06_wifi_m_nocifr.cgi in the administrator panel in TELECOM ITALIA Alice Gate2 Plus Wi-Fi allows remote attackers to hijack the authentication of administrators for requests that disable Wi-Fi encryption via certain values for the wlChannel and wlRadioEnable parameters.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Alice Gate2 Plus Wi-fi All All All All

Hardware Alice Gate2 Plus Wi-fi All All All All

References

Reference Source

Alice Gate2 Plus Wi-Fi Cross-Site Request Forgery Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Alice Gate2 Plus Wi-Fi Router Cross-Site Request Forgery Vulnerability BID

IBM X-Force Exchange XF

SecurityFocus BUGTRAQ

40739 OSVDB

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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