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CVE CVE-2008-7220
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-13 22:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Unspecified vulnerability in Prototype JavaScript framework (prototypejs) before 1.6.0.2 allows attackers to make "cross-sitt

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 5.0 All All All


https://cve.report/
https://cve.report/CVE-2008-7220/mitre
https://cve.report/CVE-2008-7220/nist
https://cve.report/CVE-2008-7220/cve_org
https://cve.report/api/cve/CVE-2008-7220.json
https://cve.report/CVE-2008-7220.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux

Operating System Debian Debian Linux 6.0 All All All

Application Prototypejs Prototype All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Pony Mail!

Bugtraqg: dotCMS v5.1.1 Vulnerabilities

Full Disclosure: dotCMS v5.1.1 HTML Injection & XSS Vulnerability
Pony Mail!

Fedora update for asterisk - Advisories - Community

Full Disclosure: dotCMS v5.1.1 Vulnerabilities

523277 — (CVE-2008-7220) CVE-2008-7220 WordPress, MediaTomb, python-webhelpers, Asterisk, Plone -- embedded Prototype JavaScript
[SECURITY] Fedora 10 Update: asterisk-1.6.0.17-2.fc10
osvdb.org/46312

Debian update for asterisk - Advisories - Community

Pony Mail!

Pony Mail!

dotCMS 5.1.1 Vulnerable Dependencies ~ Packet Storm

Full Disclosure: Re: dotCMS v5.1.1 HTML Injection & XSS Vulnerability
Debian -- Security Information -- DSA-1952-1 asterisk

Pony Mail!

[SECURITY] Fedora 11 Update: asterisk-1.6.1.9-1.fc11

CHANGELOG at master from sstephenson's prototype - GitHub
533137 — (CVE-2009-3727) CVE-2009-3727 Asterisk: SIP responses expose valid usernames (AST-2009-008)
oss-security - Re: CVE Request - Asterisk (AST-2009-008.html)

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail
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http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/prototypejs
http://cve.report/software/prototypejs/prototype
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.apache.org/thread.html/7ba863c5a4a0f1230cba2d11cf4de3a2eda3a42e8023d4990f564327%2540%253Cdev.zookeeper.apache.org%253E
https://seclists.org/bugtraq/2019/May/18
http://seclists.org/fulldisclosure/2019/May/11
https://lists.apache.org/thread.html/6d1b9a75a004dab42c81e8aa149d90e6fd26ce8cd6d71295e565e366%2540%253Cissues.zookeeper.apache.org%253E
http://secunia.com/advisories/37479
http://seclists.org/fulldisclosure/2019/May/10
https://bugzilla.redhat.com/show_bug.cgi?id=523277
https://www.redhat.com/archives/fedora-package-announce/2009-November/msg00838.html
http://osvdb.org/46312
http://secunia.com/advisories/37677
https://lists.apache.org/thread.html/2ad48cd9d47edd0e677082eb869115809473a117e1e30b52fb511590%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/769fcc5f331b61c4d7ce16b807678e9a1799628d0146322e14aa24ed%2540%253Cdev.zookeeper.apache.org%253E
http://packetstormsecurity.com/files/152787/dotCMS-5.1.1-Vulnerable-Dependencies.html
http://seclists.org/fulldisclosure/2019/May/13
http://www.debian.org/security/2009/dsa-1952
https://lists.apache.org/thread.html/eff7280055fc717ea8129cd28a9dd57b8446d00b36260c1caee10b87%2540%253Cnotifications.zookeeper.apache.org%253E
https://www.redhat.com/archives/fedora-package-announce/2009-November/msg00789.html
http://github.com/sstephenson/prototype/blob/master/CHANGELOG
https://bugzilla.redhat.com/show_bug.cgi?id=533137
http://www.openwall.com/lists/oss-security/2009/11/07/2
https://lists.apache.org/thread.html/7ba863c5a4a0f1230cba2d11cf4de3a2eda3a42e8023d4990f564327@%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/769fcc5f331b61c4d7ce16b807678e9a1799628d0146322e14aa24ed@%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/6d1b9a75a004dab42c81e8aa149d90e6fd26ce8cd6d71295e565e366@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/2ad48cd9d47edd0e677082eb869115809473a117e1e30b52fb511590@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/eff7280055fc717ea8129cd28a9dd57b8446d00b36260c1caee10b87@%253Cnotifications.zookeeper.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2008-7220
https://nvd.nist.gov/vuln/detail/CVE-2008-7220

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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