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Summary

CVE CVE-2008-7253

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-25 19:30:00 UTC

Updated 2010-01-26 05:00:00 UTC

Description The default configuration of the web server in IBM Lotus Domino Server, possibly 6.0 through 8.0, enables the HTTP TRACE method, which makes it easier for remote attackers to steal cookies and authentication credentials via a cross-site tracing (XST) attack, a related issue to CVE-2004-2763 and CVE-2005-3398.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Lotus Domino Server 6.0 All All All

Application Ibm Lotus Domino Server 6.5 All All All

Application Ibm Lotus Domino Server 7.0 All All All

Application Ibm Lotus Domino Server 8.0 All All All

Application Ibm Lotus Domino Server 6.0 All All All

Application Ibm Lotus Domino Server 6.5 All All All

Application Ibm Lotus Domino Server 7.0 All All All

Application Ibm Lotus Domino Server 8.0 All All All

References

Reference Source Link Tags

IBM How to enable or disable HTTP methods - United States CONFIRM www-01.ibm.com

Vulnerability Note VU#867593 - Web servers enable HTTP TRACE method by default CERT-VN www.kb.cert.org US Government Resource

Lotus Software Information for VU#867593 CONFIRM www.kb.cert.org

IBM Corporation Information for VU#867593 CONFIRM www.kb.cert.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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