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CVE CVE-2008-7257
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-29 18:30:00 UTC
Updated 2018-10-11 20:58:00 UTC
Description CRLF injection vulnerability in +webvpn+/index.html in WebVPN on Cisco Adaptive Security Appliances (ASA) 5580 series

/ ]

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco Asa 5580 8.1(1) All All All
Hardware Cisco Asa 5580 8.1\(1)) All All All
Hardware Cisco Asa 5580 8.1\(1)) All All All

References |
Reference Source Link
SecurityFocus BUGTRAQ  wwv
IBM X-Force Exchange XF exct
Cisco ASA URL Processing Flaw Lets Remote Users Conduct HTTP Response Splitting Attacks - SecurityTracker SECTRACK sectL
Cisco Adaptive Security Response HTTP Response Splitting Vulnerability BID wwy

Cisco ASA 5580 Release Notes Version 8.1(2) [Cisco ASA 5500 Series Adaptive Security Appliances] - Cisco Systems CONFIRM wwy

Advisories - Research - SecureWorks MISC wwy
CVE Program record CVE.ORG wwv
NVD vulnerability detail NVD nvd.
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No vendor comments have been submitted for this CVE.
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https://cve.report/api/cve/CVE-2008-7257.json
https://cve.report/CVE-2008-7257.pdf
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http://cve.report/software/cisco/asa_5580
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asa_5580
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asa_5580
http://www.securityfocus.com/archive/1/512023/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/59850
http://securitytracker.com/id?1024155
http://www.securityfocus.com/bid/41159
http://www.cisco.com/en/US/docs/security/asa/asa81/release/notes/asarn812.html
http://www.secureworks.com/ctu/advisories/SWRX-2010-001
https://www.cve.org/CVERecord?id=CVE-2008-7257
https://nvd.nist.gov/vuln/detail/CVE-2008-7257

There are currently no legacy QID mappings associated with this CVE.
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