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CVE CVE-2008-7270
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-12-06 22:30:31 UTC
Updated 2026-04-29 01:13:23 UTC

Description OpenSSL before 0.9.8j, when SSL_OP_NETSCAPE_REUSE_CIPHER_CHANGE_BUG is enabled, does not prevent modi

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-310 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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AV:N/AC:M/Au:N/C:N/I:P/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openssl Openssl 0.9.1c All All All


https://cve.report/
https://cve.report/CVE-2008-7270/mitre
https://cve.report/CVE-2008-7270/nist
https://cve.report/CVE-2008-7270/cve_org
https://cve.report/api/cve/CVE-2008-7270.json
https://cve.report/CVE-2008-7270.pdf
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
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Application Openssl Openssl 0.9.7 beta6 All All
Application Openssl Openssl 0.9.7a All All All
Application Openssl Openssl 0.9.7b All All All
Application Openssl Openssl 0.9.7¢c All All All
Application Openssl Openssl 0.9.7d All All All
Application Openssl Openssl 0.9.7¢ All All All
Application Openssl Openssl 0.9.7f All All All
Application Openssl Openssl 0.9.7g All All All
Application Openssl Openssl 0.9.7h All All All
Application Openssl Openssl 0.9.7i All All All
Application Openssl Openssl 0.9.7] All All All
Application Openssl Openssl 0.9.7k All All All
Application Openssl Openssl 0.9.71 All All All
Application Openssl Openssl 0.9.7m All All All
Application Openssl Openssl 0.9.8 All All All
Application Openssl Openssl 0.9.8a All All All
Application Openssl Openssl 0.9.8b All All All
Application Openssl Openssl 0.9.8¢ All All All
Application Openssl Openssl 0.9.8d All All All
Application Openssl Openssl 0.9.8e All All All
Application Openssl Openssl 0.9.8f All All All
Application Openssl Openssl 0.9.8g All All All
Application Openssl Openssl 0.9.8h All All All
Application Openssl Openssl All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

OpenSSL Ciphersuite Modification Allows Disabled Cipher Security Bypass Vulnerability af854a3a-2127-422]

Bug 659462 — CVE-2010-4180 openssl: NETSCAPE_REUSE_CIPHER_CHANGE_BUG ciphersuite downgrade attack af854a3a-2127-422|
USN-1029-1: OpenSSL vulnerabilities | Ubuntu af854a3a-2127-422|

Red Hat Customer Portal af854a3a-2127-422|

Ubuntu update for openssl - Advisories - Community af854a3a-2127-422|
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cvs.openssl.org/chngview af854a3a-2127-422|

SecurityFocus af854a3a-2127-422
Support af854a3a-2127-422|
Support af854a3a-2127-422

'[security bulletin] HPSBHF02706 SSRT100613 rev.1 - HP Integrated Lights-Out iLO2 and iLO8 running SS' - MARC af854a3a-2127-422

CVE Program record CVE.ORG
NVD vulnerability detail NVD
‘ G ol

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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