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CVE-2008-7276

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVUAGLAUNCRIPAP Certain versions of Otrs from Otrs contain the following vulnerability:

Kernel/System/Web/Request.pm in Open Ticket Request System
(OTRS) before 2.3.2 creates a directory under /tmp/ with 1274
permissions, which might allow local users to bypass intended access
restrictions via standard filesystem operations, related to incorrect
interpretation of 0700 as a decimal value.

CVE-2008-7276 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6 - MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

| CVE References

Description Tags Link

3133 — OTRS creates temp dirs with wrong access > CONFIRM bugs.otrs.org/show_bug.cgi?id=3133
permissions.

OTRS on github ) CONFIRM

source.otrs.org/viewvc.cgi/otrs: CHANGES?

(Ll revision=1.1807

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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