VE-2008-72
Published on: 03/18/2011 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:14 PM UTC

CVE-2008-7280

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AUNACLAUNCNINAP Certain versions of Otrs from Otrs contain the following vulnerability:

Kernel/System/EmailParser.pm in PostmasterPOP3.pl in Open Ticket
Request System (OTRS) before 2.2.7 does not properly handle e-mail
messages containing malformed UTF-8 characters, which allows
remote attackers to cause a denial of service (e-mail retrieval outage)
via a crafted message.

CVE-2008-7280 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: [SEMEDIUM)
Access Access Authentication
Vector Complexity
Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

2934 — UTF8 error in > CONFIRM bugs.otrs.org/show_bug.cgi?id=2934
PostmasterPOP3.pl

OTRS on github () CONFIRM source.otrs.org/viewvc.cgi/otrsst CHANGES?
revision=1.1807

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE


https://cve.report/
https://cve.report/CVE-2008-7280/mitre
https://cve.report/CVE-2008-7280/nist
https://cve.report/CVE-2008-7280/cve_org
https://cve.report/CVE-2008-7280.pdf
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http://cve.report/vendor/otrs
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http://bugs.otrs.org/show_bug.cgi?id=2934
https://web.archive.org/web/2008/http://source.otrs.org/viewvc.cgi/otrs/CHANGES?revision=1.1807
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KKk kR k.

cpe:2.3:a:otrs:otrs:0.5:beta8:*:*:*:*:*:*:

Kk uk kR k.

cpe:2.3:a:otrs:otrs:1.0:rc2:* %"
cpe:2.3:a:ofrs:otrs:1.0:rc3:*:* "
cpe:2.3:a:otrs:otrs:1.0.0: 7 %

cpe:2.3:a:otrs:otrs:1.0.1:

cpe:2.3:a:otrs:otrs:1.0.2: %"

cpe:2.3:a:otrs:otrs:1.1. 1 "

cpe:2.3:a:otrs:otrs:1.1.2: " "

cpe:2.3:a:otrs:otrs:1.1.3: " %"

cpe:2.3:a:otrs:otrs:1.1.4: " %"

cpe:2.3:a:otrs:otrs:1.2. 1% "
cpe:2.3:a:otrs:otrs:1.2.2:* % "
cpe:2.3:a:otrs:otrs:1.2.3: % "
cpe:2.3:a:otrs:otrs:1.2.4:** "

Kk kL kKK,

cpe:2.3:a:otrs:otrs:1.3.0:betat:*:*:*:*:*:*:

kKK KKk,

cpe:2.3:a:otrs:otrs:1.3.0:betal3:*:*:*:*:*:*:



KKKk kK,

cpe:2.3:a:otrs:otrs:1.3.0:betad:*:**:*:*:*:

cpe:2.3:a:ofrs:otrs:1.3.1:

cpe:2.3:a:ofrs:otrs:1.3.2:

cpe:2.3:a:otrs:otrs:1.3.3:

cpe:2.3:a:otrs:otrs:2.0.0:

SRk kKKK,

cpe:2.3:a:otrs:otrs:2.0.0:betat :*:*:***:*:

Kk kL KKk,

cpe:2.3:a:otrs:otrs:2.0.0:betad *:*:*:*:*:*:

SRk Lk KRk,

cpe:2.3:a:otrs:otrs:2.0.0:betas:*:*:**:*:*:
cpe:2.3:a:otrs:otrs:2.0.0:betab:*:*:**:*:*:
cpe:2.3:a:otrs:otrs:2.0.1: % "
cpe:2.3:a:otrs:otrs:2.0.2: %"
cpe:2.3:a:otrs:otrs:2.0.3: %"

cpe:2.3:a:otrs:otrs:2.0.4: % "

cpe:2.3:a:otrs:otrs:2.0.5: % "

cpe:2.3:a:otrs:otrs:2.1. 1 "

cpe:2.3:a:otrs:otrs:2.1.2: " %"

cpe:2.3:a:otrs:otrs:2.1.3: """

cpe:2.3:a:otrs:otrs:2.1.4: "

cpe:2.3:a:otrs:otrs:2.1.5: % "

cpe:2.3:a:otrs:otrs:2.1.6:*:*: "

cpe:2.3:a:otrs:otrs:2.1.7: "

cpe:2.3:a:otrs:otrs:2.1.8: "

cpe:2.3:a:otrs:otrs:2.1.9:* "

kKK kKK,

cpe:2.3:a:otrs:otrs:2.2.0:betat:*:*:*:*:*:*:

cpe:2.3:a:otrs:otrs:2.2.0:beta2:*:*:*:*:*:*:

rne 2 Ra'ntrantra-?2 2 N-hatalR-*-*-***%.
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kKKK kK,

cpe:2.3:a:otrs:otrs:2.2.0:betad:*:**:*:*:*:
cpe:2.3:a:otrs:otrs:2.2.0:rct 7
cpe:2.3:a:otrs:otrs:2.2. 1
cpe:2.3:a:otrs:otrs:2.2.2:
cpe:2.3:a:otrs:otrs:2.2.3:
cpe:2.3:a:otrs:otrs:2.2.4: *
cpe:2.3:a:otrs:otrs:2.2.5: %k

cpe:2.3:a:otrs:otrs:0.5:betat *:*:*:*:*:*:

KKk KRk,

cpe:2.3:a:otrs:otrs:0.5:beta2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:otrs:otrs:0.5:beta3:*:*:*:*:*:*:

cpe:2.3:a:otrs:otrs:1.0.0: " %"

cpe:2.3:a:otrs:otrs:1.0. 1 "

cpe:2.3:a:otrs:otrs:1.0.2: " %"

akLk KKk k.

cpe:2.3:a:otrs:otrs:1.1:rct1 " ™

kKK KLk k,

cpe:2.3:a:otrs:otrs:1.1.0:rct 7 "
cpe:2.3:a:otrs:otrs:1.1.0:rc2:*: "
cpe:2.3:a:otrs:otrs:1.1. 1 "
cpe:2.3:a:otrs:otrs:1.1. 2. "

cpe:2.3:a:otrs:otrs:1.1.3:* % "

cpe:2.3:a:ofrs:otrs:1.1.4: "



kKKK kK,

cpe:2.3:a:otrs:otrs:1.2.0:betat:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:otrs:otrs:1.2.0:betad:*:*:*:*:*:*:

cpe:2.3:a:ofrs:otrs:1.2.1 "

cpe:2.3:a:ofrs:otrs:1.2.2:

cpe:2.3:a:otrs:otrs:1.2.3:

cpe:2.3:a:ofrs:otrs:1.2. 4 "

SRk kKR k.

cpe:2.3:a:otrs:otrs:1.3.0:betat :*:*:**:*:*:

SRk kL Kk k.

cpe:2.3:a:otrs:otrs:1.3.0:betad:*:*:**:*:*:
cpe:2.3:a:otrs:otrs:1.3.0:betad:*:*:*:*:*:*:
cpe:2.3:a:otrs:otrs:1.3.1: % "
cpe:2.3:a:otrs:otrs:1.3.2: % %"

cpe:2.3:a:otrs:otrs:1.3.3: "k

cpe:2.3:a:otrs:otrs:2.0.0: %" "

cpe:2.3:a:otrs:otrs:2.0. 1 "

cpe:2.3:a:otrs:otrs:2.0.2:* % "

cpe:2.3:a:otrs:otrs:2.0.3: "

cpe:2.3:a:otrs:otrs:2.0.4: 7 "

cpe:2.3:a:otrs:otrs:2.0.5:* % "

kKK kKK,

cpe:2.3:a:otrs:otrs:2.1.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:otrs:otrs:2.1. 1 "



cpe:Z.3:aolrs:otrs:2.1.2:7" "t

cpe:2.3:a:otrs:otrs:2.1.3:

cpe:2.3:a:ofrs:otrs:2.1.4: "

cpe:2.3:a:otrs:otrs:2.1.5:

cpe:2.3:a:ofrs:otrs:2.1.6: "

cpe:2.3:a:ofrs:otrs:2.1. 7

cpe:2.3:a:otrs:otrs:2.1.8:

cpe:2.3:a:ofrs:otrs:2.1.9: %

cpe:2.3:a:otrs:otrs:2.2.0:betat :*:*:**:*:*:

cpe:2.3:a:otrs:otrs:2.2.0:beta2:*:*:**:*:*:

cpe:2.3:a:otrs:otrs:2.2.1: % "

cpe:2.3:a:otrs:otrs:2.2.2:* %"

cpe:2.3:a:otrs:otrs:2.2.3: %" "k

cpe:2.3:a:otrs:otrs:2.2.4: % "k

cpe:2.3:a:otrs:otrs:2.2.5: %" "

No vendor comments have been submitted for this CVE
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