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CVE CVE-2008-7295
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-09 19:55:00 UTC
Updated 2021-07-23 15:12:00 UTC
Description Microsoft Internet Explorer cannot properly restrict modifications to cookies established in HTTPS sessions, which allows m
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft le All All All All
Application Microsoft le All All All All
Application Microsoft Internet Explorer All All All All

References |
Reference

Part2 - browsersec - Google Code - Browser Security Handbook, part 2

Security: Cookie forcing

...Application Security...: Cookie Forcing - Trust your cookies no more

Security: Some less obvious benefits of HSTS

660053 — (CVE-2011-2976) [SECURITY] If a BUGLIST cookie is compromised, it can be used to XSS show_bug.cgi and inject HTML into <he
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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