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Summary

CVE CVE-2008-7300

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-05 02:56:00 UTC

Updated 2012-05-14 04:00:00 UTC

Description The labeled networking implementation in Solaris Trusted Extensions in Sun Solaris 10 and OpenSolaris snv_39 through snv_67, when a labeled zone is in the installed state, allows remote authenticated users to bypass a Mandatory Access Control (MAC) policy and obtain access to the global zone.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Opensolaris build_snv_39 All All All

Operating System Sun Opensolaris build_snv_47 All All All

Operating System Sun Opensolaris build_snv_59 All All All

Operating System Sun Opensolaris build_snv_64 All All All

Operating System Sun Opensolaris build_snv_67 All All All

Operating System Sun Opensolaris build_snv_39 All All All

Operating System Sun Opensolaris build_snv_47 All All All

Operating System Sun Opensolaris build_snv_59 All All All

Operating System Sun Opensolaris build_snv_64 All All All

Operating System Sun Opensolaris build_snv_67 All All All

Operating System Sun Sunos 5.10 All All All

Operating System Sun Sunos 5.10 All All All
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240099 SUNALERT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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