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CVE CVE-2008-7313
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-31 16:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description The _httpsrequest function in Snoopy allows remote attackers to execute arbitrary commands. NOTE: this issue exists due:

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-77 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2008-7313/mitre
https://cve.report/CVE-2008-7313/nist
https://cve.report/CVE-2008-7313/cve_org
https://cve.report/api/cve/CVE-2008-7313.json
https://cve.report/CVE-2008-7313.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Nagios Nagios All All All All
Application Redhat Openstack 5.0 All All All
Application Redhat Openstack 6.0 All All All
Application Snoopy Snoopy - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Red Hat Customer Portal af854a3a-2127-4:
Security Bulletin: Vulnerabilities in nagios affect PowerKVM af854a3a-2127-4:
oss-security - Re: Re: CVE request - Snoopy incomplete fix for CVE-2008-4796 af854a8a-2127-4:
Red Hat Customer Portal af854al3a-2127-4:
Red Hat Customer Portal af854a3a-2127-4:
Nagios: Multiple vulnerabilities (GLSA 201702-26) — Gentoo Security af854a3a-2127-4:
oss-security - CVE request - Snoopy incomplete fix for CVE-2008-4796 af854a8a-2127-4:



http://cve.report/vendor/nagios
http://cve.report/software/nagios/nagios
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/snoopy
http://cve.report/software/snoopy/snoopy
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://rhn.redhat.com/errata/RHSA-2017-0212.html
https://www-01.ibm.com/support/docview.wss?uid=isg3T1024264
http://www.openwall.com/lists/oss-security/2014/07/16/10
https://rhn.redhat.com/errata/RHSA-2017-0211.html
https://rhn.redhat.com/errata/RHSA-2017-0213.html
https://security.gentoo.org/glsa/201702-26
http://www.openwall.com/lists/oss-security/2014/07/09/11

IBM X-Force Exchange af854a3a-2127-4:

Snoopy CVE-2008-7313 Arbitrary Command Execution Vulnerability af854a3a-2127-4:
CVS Info for project snoopy af854a3a-2127-4:
Red Hat Customer Portal af854a3a-2127-4:

Bug 1121497 — CVE-2008-7313 CVE-2014-5008 CVE-2014-5009 snoopy: incomplete fixes for command execution flaws af854a3a-2127-4:

oss-security - Re: CVE request - Snoopy incomplete fix for CVE-2008-4796 af854a3a-2127-4:
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710470 Gentoo Linux Naglnternetwork Operating System Multiple Vulnerabilities (GLSA 201702-26)
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https://exchange.xforce.ibmcloud.com/vulnerabilities/94737
http://www.securityfocus.com/bid/68776
http://snoopy.cvs.sourceforge.net/viewvc/snoopy/Snoopy/Snoopy.class.php?view=log#rev1.27
https://rhn.redhat.com/errata/RHSA-2017-0214.html
https://bugzilla.redhat.com/show_bug.cgi?id=1121497
http://www.openwall.com/lists/oss-security/2014/07/18/2
https://www.cve.org/CVERecord?id=CVE-2008-7313
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