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CVE CVE-2009-0024
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-13 17:00:01 UTC
Updated 2026-04-23 00:35:47 UTC
Description The sys_remap_file_pages function in mm/fremap.c in the Linux kernel before 2.6.24.1 allows local users to cause a denial

/ |

Risk And Classification

Primary CVSS: v2.0 7.2 from nvd@nist.gov
AV:L/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown
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AV:L/AC:L/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
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vperdurig oystierrn LITIux LITIUX Nerriel £.0.£5 rci alll Al
Operating System Linux Linux Kernel 2.6.23 rc2 All All
Operating System Linux Linux Kernel 2.6.23.1 All All All
Operating System Linux Linux Kernel 2.6.23.10 All All All
Operating System Linux Linux Kernel 2.6.23.11 All All All
Operating System Linux Linux Kernel 2.6.23.12 All All All
Operating System Linux Linux Kernel 2.6.23.13 All All All
Operating System Linux Linux Kernel 2.6.23.14 All All All
Operating System Linux Linux Kernel 2.6.23.15 All All All
Operating System Linux Linux Kernel 2.6.23.16 All All All
Operating System Linux Linux Kernel 2.6.23.17 All All All
Operating System Linux Linux Kernel 2.6.23.2 All All All
Operating System Linux Linux Kernel 2.6.23.3 All All All
Operating System Linux Linux Kernel 2.6.23.4 All All All
Operating System Linux Linux Kernel 2.6.23.5 All All All
Operating System Linux Linux Kernel 2.6.23.6 All All All
Operating System Linux Linux Kernel 2.6.23.7 All All All
Operating System Linux Linux Kernel 2.6.23.8 All All All
Operating System Linux Linux Kernel 2.6.23.9 All All All
Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sol
Linux Kernel 'sys_remap_file_pages()' Local Privilege Escalation Vulnerability af8
git.kernel.org af8
oss-security - CVE-2009-0024 kernel: local privilege escalation in sys_remap_file_pages af8
404: File not found af8

CONFIRM:http://git.kernel.org/?p=linux/kernel/git/stable/linux-2.6.24.y.git;a=commit;h=8a459e44ad837018ea5c34a9¢efe8eb4ad27ded26  MI
CVE Program record cvV

NVD vulnerability detail NV

1
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/33211
http://git.kernel.org/?p=linux/kernel/git/stable/linux-2.6.24.y.git%253Ba=commit%253Bh=8a459e44ad837018ea5c34a9efe8eb4ad27ded26
http://openwall.com/lists/oss-security/2009/01/12/1
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.24.1
http://git.kernel.org/?p=linux/kernel/git/stable/linux-2.6.24.y.git;a=commit;h=8a459e44ad837018ea5c34a9efe8eb4ad27ded26
https://www.cve.org/CVERecord?id=CVE-2009-0024
https://nvd.nist.gov/vuln/detail/CVE-2009-0024

wviyailincauwvii mUuwvIiDIIcu wuIInnivuwi Jialcinicii

Red Hat 2009-01-14 Tomas Hoger Not vulnerable. This issue did not affect the versions of Linux kernel as shipped with Red Hat E

H ]

4]

There are currently no legacy QID mappings associated with this CVE.
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