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CVE CVE-2009-0030
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2009-01-21 20:30:00 UTC
Updated 2023-11-07 02:03:00 UTC
Description A certain Red Hat patch for SquirrelMail 1.4.8 sets the same SQMSESSID cookie value for all sessions, which allows remo

1|

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Squirrelmail Squirrelmail 1.4.8
Application Squirrelmail Squirrelmail 148

Update Edition
All All
All All

Language
All

All

References

Reference

SecurityTracker.com Archives - SquirrelMail on Red Hat Uses Fixed Session ID Values
rhn.redhat.com | Red Hat Support

Bug 480488 — CVE-2009-0030 squirrelmail: session management flaw

IBM X-Force Exchange

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:004

Red Hat SquirrelMail Package Session Management Vulnerability

Repository / Oval Repository

Bug 480224 — Squirrelmail session management broken by security backport

CVE Program record

NVD vulnerability detail

1

Source

Red Hat update for squirrelmail - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA

SECTRACK

REDHAT

CONFIRM

XF

SUSE

BID

OVAL

CONFIRM

CVE.ORG

NVD

Link

secunia.com
securitytracker.com
rhn.redhat.com
bugzilla.redhat.com
exchange.xforce.ibmcloud.cor
lists.opensuse.org
www.securityfocus.com
oval.cisecurity.org
bugzilla.redhat.com
www.cve.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2009-0030/mitre
https://cve.report/CVE-2009-0030/nist
https://cve.report/CVE-2009-0030/cve_org
https://cve.report/api/cve/CVE-2009-0030.json
https://cve.report/CVE-2009-0030.pdf
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://secunia.com/advisories/33611
http://securitytracker.com/id?1021611
https://rhn.redhat.com/errata/RHSA-2009-0057.html
https://bugzilla.redhat.com/show_bug.cgi?id=480488
https://exchange.xforce.ibmcloud.com/vulnerabilities/48115
http://lists.opensuse.org/opensuse-security-announce/2009-02/msg00002.html
http://www.securityfocus.com/bid/33354
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10366
https://bugzilla.redhat.com/show_bug.cgi?id=480224
https://www.cve.org/CVERecord?id=CVE-2009-0030
https://nvd.nist.gov/vuln/detail/CVE-2009-0030

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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