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State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-30 19:30:00 UTC
Updated 2024-01-12 20:40:00 UTC
Description parse.c in sudo 1.6.9p17 through 1.6.9p19 does not properly interpret a system group (aka %group) in the sudoers file durii

/ |

1|

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gratisoft Sudo 1.6.9 pl17 All All
Application Gratisoft Sudo 1.6.9 p18 All All
Application Gratisoft Sudo 1.6.9 p19 All All
Application Todd Miller Sudo 1.6.9_p17 All All All
Application Todd Miller Sudo 1.6.9 p18 All All All
Application Todd Miller Sudo 1.6.9_p19 All All All
Application Todd Miller Sudo 1.6.9 p17 All All All
Application Todd Miller Sudo 1.6.9_p18 All All Al
Application Todd Miller Sudo 1.6.9 p19 All All All
Operating System Vmware Esx 4.0 All All All
Reference Source Link

VMware ESX Server update for udev, sudo, and curl - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA secunia.(
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issues.rpath.com/browse/RPL-2954 CONFIRM issues.rg
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Sudo Supplemental Group Privilege Error Lets Certain Local Users Gain Elevated Privileges - Security Tracker SECTRACK  www.sec

Gentoo update for sudo - Secunia.com SECUNIA secunia.(
SecurityFocus BUGTRAQ  www.sec
Bug 468923 — VUL-0: sudo: root leak in sudo/sudoers CONFIRM bugzilla.i
Red Hat update for sudo - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.(
Support / Security / Advisories / / MDVSA-2009:033 | Mandriva MANDRIVA  www.ma
Support REDHAT www.red
Todd Miller Sudo 'Runas_Alias' Supplementary Group Local Privilege Escalation Vulnerability BID WWW.Sec
VMSA-2009-0009 CONFIRM  www.vim
[Security-announce] VMSA-2009-0009 ESX Service Console updates for udev, sudo, and curl MLIST lists.vmw
Webmail - OVH VUPEN WWW.VUE
404 Not Found CONFIRM WWW.SUC
SecurityFocus BUGTRAQ  www.sec
Repository / Oval Repository OVAL oval.cise
Repository / Oval Repository OVAL oval.cise
Sudo Privilege Escalation Security Issue - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.(
Sudo Main Page CONFIRM www.gra
CVE Program record CVE.ORG WWW.CVE
NVD vulnerability detail NVD nvd.nist.(
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://www.securitytracker.com/id?1021688
http://secunia.com/advisories/33885
http://www.securityfocus.com/archive/1/504849/100/0/threaded
https://bugzilla.novell.com/show_bug.cgi?id=468923
http://secunia.com/advisories/33840
http://www.mandriva.com/security/advisories?name=MDVSA-2009:033
http://www.redhat.com/support/errata/RHSA-2009-0267.html
http://www.securityfocus.com/bid/33517
http://www.vmware.com/security/advisories/VMSA-2009-0009.html
http://lists.vmware.com/pipermail/security-announce/2009/000060.html
http://www.vupen.com/english/advisories/2009/1865
http://www.sudo.ws/cgi-bin/cvsweb/sudo/parse.c.diff?r1=1.160.2.21&r2=1.160.2.22&f=h
http://www.securityfocus.com/archive/1/500546/100/0/threaded
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6462
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10856
http://secunia.com/advisories/33753
http://www.gratisoft.us/bugzilla/show_bug.cgi?id=327
https://www.cve.org/CVERecord?id=CVE-2009-0034
https://nvd.nist.gov/vuln/detail/CVE-2009-0034
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2009-0034
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


