
CVE-2009-0035
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2009-0035

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-09 03:15:00 UTC

Updated 2020-11-16 20:46:00 UTC

Description alsa-utils 1.0.19 and later versions allows local users to overwrite arbitrary files via a symlink attack via the /usr/bin/alsa-info and /usr/bin/alsa-info.sh scripts.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alsa-project Alsa All All All All

Application Alsa-project Alsa All All All All

References

Reference Source Link

CVE-2009-0035 MISC security-tracker.debian.org

Red Hat Customer Portal MISC access.redhat.com

484211 – (CVE-2009-0035) CVE-2009-0035 alsa-utils: Insecure temporary file use in /usr/bin/alsa-info(.sh) MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900249 CBL-Mariner Linux Security Update for alsa-utils 1.2.2
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