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Summary

CVE CVE-2009-0036

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-11 20:30:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description Buffer overflow in the proxyReadClientSocket function in proxy/libvirt_proxy.c in libvirt_proxy 0.5.1 might allow local users to gain privileges by sending a portion of the header of a virProxyPacket packet, and then sending the remainder of the packet with crafted values in the header, related to use of uninitialized memory in a validation check.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libvirt Libvirt 0.5.1 All All All

Application Libvirt Libvirt 0.5.1 All All All

References

Reference Source Link Tags

oss-security - libvirt_proxy heads up MLIST openwall.com

Bug 484947 – CVE-2009-0036 libvirt: libvirt_proxy buffer overflow CONFIRM bugzilla.redhat.com Vendor Advisory

[libvirt] [PATCH] proxy: Fix use of uninitalized memory MLIST www.redhat.com Exploit, Vendor Advisory

Re: [libvirt] [PATCH] proxy: Fix use of uninitalized memory MLIST www.redhat.com Exploit, Vendor Advisory

libvirt 'libvirt_proxy.c' Local Privilege Escalation Vulnerability BID www.securityfocus.com

git.et.redhat.com CONFIRM git.et.redhat.com Exploit, Vendor Advisory

Re: [libvirt] [PATCH] proxy: Fix use of uninitalized memory MLIST www.redhat.com Exploit, Vendor Advisory

Support | Red Hat REDHAT www.redhat.com

Red Hat update for libvirt - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

git.et.redhat.com MISC git.et.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org canonical
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https://www.redhat.com/archives/libvir-list/2009-January/msg00726.html
http://www.securityfocus.com/bid/33724
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http://www.redhat.com/support/errata/RHSA-2009-0382.html
http://secunia.com/advisories/34397
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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