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Summary

CVE CVE-2009-0039

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-17 14:30:00 UTC

Updated 2018-10-11 20:59:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in the web administration console in Apache Geronimo Application Server 2.1 through 2.1.3 allow remote attackers to hijack the authentication of administrators for requests that (1) change the web administration password, (2) upload applications, and perform unspecified other administrative actions, as demonstrated by (3) a Shutdown request to console/portal//Server/Shutdown.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Geronimo 2.1 All All All

Application Apache Geronimo 2.1.1 All All All

Application Apache Geronimo 2.1.2 All All All

Application Apache Geronimo 2.1.3 All All All

Application Apache Geronimo 2.1 All All All

Application Apache Geronimo 2.1.1 All All All

Application Apache Geronimo 2.1.2 All All All

Application Apache Geronimo 2.1.3 All All All

References

Reference Source Link

Apache Geronimo : 2.1.x Security Report CONFIRM geronimo.apache.org

Apache Geronimo Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

[GERONIMO-4597] Validate Web Admin Console input - address admin console security vulnerabilities - ASF JIRA CONFIRM issues.apache.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

504 Gateway Time-out BID www.securityfocus.com
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Digital Security Research Group - [DSECRG-09-020] Apache Geronimo - Multiple XSRF vulnerabilities MISC dsecrg.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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