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Summary

CVE CVE-2009-0078

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-15 08:00:00 UTC

Updated 2023-12-07 18:38:00 UTC

Description The Windows Management Instrumentation (WMI) provider in Microsoft Windows XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold and SP1, and Server 2008 does not properly implement isolation among a set of distinct processes that (1) all run under the NetworkService account or (2) all run under the LocalService account, which allows local users to gain privileges by accessing the resources of one of the processes, aka "Windows WMI Service Isolation Vulnerability."

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 All sp1 All All

Operating System Microsoft Windows Server 2003 All sp1 itanium All

Operating System Microsoft Windows Server 2003 All sp2 All All

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 All sp1 All All

Operating System Microsoft Windows Server 2003 All sp1 itanium All

Operating System Microsoft Windows Server 2003 All sp2 All All

Operating System Microsoft Windows Server 2008 All All All All

Operating System Microsoft Windows Server 2008 All All 32_bit All

Operating System Microsoft Windows Server 2008 All All itanium All

Operating System Microsoft Windows Server 2008 All All x64 All

Operating System Microsoft Windows Server 2008 All All All All

Operating System Microsoft Windows Server 2008 All All 32_bit All

Operating System Microsoft Windows Server 2008 All All itanium All

Operating System Microsoft Windows Server 2008 All All x64 All

Operating System Microsoft Windows Vista All All All All
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Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All x64 All

Operating System Microsoft Windows Vista All sp1 All All

Operating System Microsoft Windows Vista All sp1 x64 All

Operating System Microsoft Windows Vista gold All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All x64 All

Operating System Microsoft Windows Vista All sp1 All All

Operating System Microsoft Windows Vista All sp1 x64 All

Operating System Microsoft Windows Vista gold All All All

Operating System Microsoft Windows Xp All All pro_x64 All

Operating System Microsoft Windows Xp All sp1 All All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 pro_x64 All

Operating System Microsoft Windows Xp All All pro_x64 All

Operating System Microsoft Windows Xp All sp1 All All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 pro_x64 All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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