
CVE-2009-0080
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2009-0080

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-15 08:00:00 UTC

Updated 2021-11-08 21:45:00 UTC

Description The ThreadPool class in Windows Vista Gold and SP1, and Server 2008, does not properly implement isolation among a set of distinct processes that (1) all run under the NetworkService account or (2) all run under the LocalService account, which allows local users to gain privileges by leveraging incorrect thread ACLs to access the resources of one of the processes, aka "Windows Thread Pool ACL Weakness Vulnerability."

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows Server 2008 - itanium All

Operating System Microsoft Windows Server 2008 - x32 All

Operating System Microsoft Windows Server 2008 - x64 All

Operating System Microsoft Windows Server 2008 - itanium All

Operating System Microsoft Windows Server 2008 - x32 All

Operating System Microsoft Windows Server 2008 - x64 All

Operating System Microsoft Windows Server 2008 - All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All x64 All

Operating System Microsoft Windows Vista All sp1 All All

Operating System Microsoft Windows Vista All sp1 x64 All

Operating System Microsoft Windows Vista - All All All

Operating System Microsoft Windows Vista - All All All

Operating System Microsoft Windows Vista - sp1 All All

Operating System Microsoft Windows Vista - sp1 All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All x64 All
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Operating System Microsoft Windows Vista All All x64 All

Operating System Microsoft Windows Vista All sp1 All All

Operating System Microsoft Windows Vista All sp1 x64 All

References

Reference Source

Repository / Oval Repository OVAL

Microsoft Windows Privilege Separation and Access Control Bugs Let Local Users Gain Elevated Privileges - SecurityTracker SECTRACK

US-CERT Technical Cyber Security Alert TA09-104A -- Microsoft Updates for Multiple Vulnerabilities CERT

53668 OSVDB

Microsoft Security Bulletin MS09-012 - Important | Microsoft Docs MS

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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