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Summary

CVE CVE-2009-0084

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-15 08:00:00 UTC

Updated 2019-02-26 14:04:00 UTC

Description Use-after-free vulnerability in DirectShow in Microsoft DirectX 8.1 and 9.0 allows remote attackers to execute arbitrary code via an MJPEG file or video stream with a malformed Huffman table, which triggers an exception that frees heap memory that is later accessed, aka "MJPEG Decompression Vulnerability."

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Directx 8.1 All All All

Application Microsoft Directx 9.0 All All All

Application Microsoft Directx 9.0a All All All

Application Microsoft Directx 9.0b All All All

Application Microsoft Directx 9.0c All All All

Application Microsoft Directx 8.1 All All All

Application Microsoft Directx 9.0 All All All

Application Microsoft Directx 9.0a All All All

Application Microsoft Directx 9.0b All All All

Application Microsoft Directx 9.0c All All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 All sp1 All All

Operating System Microsoft Windows Server 2003 All sp1 itanium All

Operating System Microsoft Windows Server 2003 All sp2 All All

Operating System Microsoft Windows Server 2003 All All All All

https://cve.report/
https://cve.report/CVE-2009-0084/mitre
https://cve.report/CVE-2009-0084/nist
https://cve.report/CVE-2009-0084/cve_org
https://cve.report/CVE-2009-0084.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/directx
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2003
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2003
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2003
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2003
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2003


Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 All sp1 All All

Operating System Microsoft Windows Server 2003 All sp1 itanium All

Operating System Microsoft Windows Server 2003 All sp2 All All

Operating System Microsoft Windows Xp All All pro_x64 All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 pro_x64 All

Operating System Microsoft Windows Xp All sp3 All All

Operating System Microsoft Windows Xp All All pro_x64 All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 pro_x64 All

Operating System Microsoft Windows Xp All sp3 All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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