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CVE CVE-2009-0115
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-30 16:30:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description The Device Mapper multipathing driver (aka multipath-tools or device-mapper-multipath) 0.4.8, as used in SUSE openSUSI

/ |

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-732 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.2 AV:L/AC:L/Au:N/C:C/I:C/A:C
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https://cve.report/
https://cve.report/CVE-2009-0115/mitre
https://cve.report/CVE-2009-0115/nist
https://cve.report/CVE-2009-0115/cve_org
https://cve.report/api/cve/CVE-2009-0115.json
https://cve.report/CVE-2009-0115.pdf

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System

Operating System

Vendor
Avaya

Avaya

Avaya

Avaya

Avaya

Avaya

Avaya
Christophe.varoqui
Debian
Debian
Fedoraproject
Fedoraproject
Juniper
Juniper
Novell
Opensuse

Suse

Product

Intuity Audix Lx

Intuity Audix Lx

Intuity Audix Lx

Message Networking
Messaging Storage Server
Messaging Storage Server
Messaging Storage Server
Multipath-tools

Debian Linux

Debian Linux

Fedora

Fedora

Ctpview

Ctpview

Open Enterprise Server
Opensuse

Linux Enterprise Desktop

Version

2.0

2.0

2.0

3.1

3.0

4.0

5.0

0.4.8

4.0

5.0

All

71

All

Update

sp1i
sp2
All
All
All
All
All
All
All
All
All

All

All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


http://cve.report/vendor/avaya
http://cve.report/software/avaya/intuity_audix_lx
http://cve.report/vendor/avaya
http://cve.report/software/avaya/intuity_audix_lx
http://cve.report/vendor/avaya
http://cve.report/software/avaya/intuity_audix_lx
http://cve.report/vendor/avaya
http://cve.report/software/avaya/message_networking
http://cve.report/vendor/avaya
http://cve.report/software/avaya/messaging_storage_server
http://cve.report/vendor/avaya
http://cve.report/software/avaya/messaging_storage_server
http://cve.report/vendor/avaya
http://cve.report/software/avaya/messaging_storage_server
http://cve.report/vendor/christophe.varoqui
http://cve.report/software/christophe.varoqui/multipath-tools
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/juniper
http://cve.report/software/juniper/ctpview
http://cve.report/vendor/juniper
http://cve.report/software/juniper/ctpview
http://cve.report/vendor/novell
http://cve.report/software/novell/open_enterprise_server
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop

Operating System Suse Linux Enterprise Server 10 - All

Operating System Suse Linux Enterprise Server 9 All All

Vendor Declared Affected Products

All

All

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Fedora update for device-mapper-multipath - Secunia Advisories - Vulnerability Information - Secunia.com
Debian -- Security Information -- DSA-1767-1 multipath-tools

SUSE Update for Multiple Packages - Advisories - Community

VMware vMA Update for Multiple Packages - Advisories - Community

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:007

Resource is no longer available!

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[SECURITY] Fedora 9 Update: device-mapper-multipath-0.4.7-17.fc9

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com
[Security-announce] VMSA-2010-0004 ESX Service Console and vMA third party updates
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:008

CVE-2009-0115

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView
Debian update for multipath-tools - Secunia.com

ASA-2009-128 (RHSA-2009-0411)

Avaya Products device-mapper-multipath Insecure Socket - Secunia Advisories - Vulnerability Information - Secunia.com
2015-07 Security Bulletin: CTPView: Multiple vulnerabilities in CTPView - Juniper Networks
[SECURITY] Fedora 10 Update: device-mapper-multipath-0.4.8-9.fc10

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Source

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854a3a-2127-4:

af854al3a-2127-4:

CVE.ORG

NVD



http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/34710
http://www.debian.org/security/2009/dsa-1767
http://secunia.com/advisories/34418
http://secunia.com/advisories/38794
http://lists.opensuse.org/opensuse-security-announce/2009-03/msg00004.html
http://download.opensuse.org/update/10.3-test/repodata/patch-kpartx-6082.xml
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9214
http://www.vupen.com/english/advisories/2010/0528
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00236.html
http://secunia.com/advisories/34642
http://lists.vmware.com/pipermail/security-announce/2010/000082.html
http://lists.opensuse.org/opensuse-security-announce/2009-04/msg00003.html
http://launchpad.net/bugs/cve/2009-0115
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10705
http://secunia.com/advisories/34694
http://support.avaya.com/elmodocs2/security/ASA-2009-128.htm
http://secunia.com/advisories/34759
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10691
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00231.html
https://www.cve.org/CVERecord?id=CVE-2009-0115
https://nvd.nist.gov/vuln/detail/CVE-2009-0115
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