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Summary

CVE CVE-2009-0122

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-15 17:30:00 UTC

Updated 2009-01-31 06:54:00 UTC

Description hplip.postinst in HP Linux Imaging and Printing (HPLIP) 2.7.7 and 2.8.2 on Ubuntu allows local users to change the ownership of arbitrary files via unspecified manipulations in advance of an HPLIP installation or upgrade by an administrator, related to the product's attempt to correct the ownership of its configuration files within home directories.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Hplip 2.7.7 All All All

Application Hp Hplip 2.8.2 All All All

Application Hp Hplip 2.7.7 All All All

Application Hp Hplip 2.8.2 All All All

References

Reference Source Link

Ubuntu hplip Privilege Escalation Security Issue - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

USN-708-1: HPLIP vulnerability | Ubuntu UBUNTU www.ubuntu.com

HP Linux Imaging and Printing System 'hplip.postinst' Local Privilege Escalation Vulnerability BID www.securityfocus.com

Bug #191299 “Changes ownership of root directory to hplip:lp” : Bugs : hplip package : Ubuntu CONFIRM launchpad.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-01-19 Tomas Hoger Not vulnerable. This issue did not affect the versions of hplip as shipped with Red Hat Enterprise Linux 5.
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There are currently no legacy QID mappings associated with this CVE.
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