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CVE CVE-2009-0173
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-16 21:30:03 UTC
Updated 2026-04-23 00:35:47 UTC
Description Unspecified vulnerability in the server in IBM DB2 8 before FP17a, 9.1 before FP6a, and 9.5 before FP3a allows remote au

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application lbom Db2 Universal Database 9.1 All aix All


https://cve.report/
https://cve.report/CVE-2009-0173/mitre
https://cve.report/CVE-2009-0173/nist
https://cve.report/CVE-2009-0173/cve_org
https://cve.report/api/cve/CVE-2009-0173.json
https://cve.report/CVE-2009-0173.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_universal_database

Application Ibm Db2 Universal Database 9.1 All hp-ux All
Application Ibm Db2 Universal Database 9.1 All linux All
Application Ibm Db2 Universal Database 9.1 All solaris All
Application Ibm Db2 Universal Database 9.1 All windows All
Application Ibm Db2 Universal Database 9.1 fp2 All All
Application Ibm Db2 Universal Database 9.1 fp2 aix All
Application Ibm Db2 Universal Database 9.1 fp2 hp-ux All
Application Ibm Db2 Universal Database 9.1 fp2 linux All
Application Ibm Db2 Universal Database 9.1 fp2 solaris All
Application Ibm Db2 Universal Database 9.1 fp2 windows All
Application Ibm Db2 Universal Database 9.1 fp3 aix All
Application Ibm Db2 Universal Database 9.1 fp3 hp-ux All
Application Ibm Db2 Universal Database 9.1 fp3 solaris All
Application Ibm Db2 Universal Database 9.1 fp4 All All
Application lbom Db2 Universal Database 9.1 fp4 aix All
Application Ibm Db2 Universal Database 9.1 fp4 hp-ux All
Application lbom Db2 Universal Database 9.1 fp4 linux All
Application Ibm Db2 Universal Database 9.1 fp4 windows All
Application Ibom Db2 Universal Database 9.1 fpda All All
Application Ibm Db2 Universal Database 9.1 fpda hp-ux All
Application Ibm Db2 Universal Database 9.1 fp4a linux All
Application Ibm Db2 Universal Database 9.1 fpda windows All
Application Ibm Db2 Universal Database 9.1 ga All All
Application Ibm Db2 Universal Database 9.5 All All All
Application Ibm Db2 Universal Database 9.5 All aix All
Application Ibm Db2 Universal Database 9.5 All hp-ux All
Application Ibm Db2 Universal Database 9.5 All linux All
Application Ibm Db2 Universal Database 9.5 All solaris All
Application Ibm Db2 Universal Database 9.5 All windows All
Application Ibm Db2 Universal Database 9.5 fp1 aix All
Application Ibm Db2 Universal Database 9.5 fp1 hp-ux All
Application Ibm Db2 Universal Database 9.5 fp1 linux All
Application Ibm Db2 Universal Database 9.5 fp1 solaris All
Application Ibm Db2 Universal Database 9.5 fp1 windows All
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Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference
IBM DB2 Remote Denial of Service Vulnerabilities

ftp.software.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v91/APARLIST.TXT

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
IBM notice: The page you requested cannot be displayed
ftp.software.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v82/APARLIST.TXT

ftp.software.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v95/APARLIST.TXT

CVE Program record

NVD vulnerability detail

1 |

SecurityTracker.com Archives - IBM DB2 Data Stream Processing Flaws Let Remote Users Deny Service

IBM DB2 Denial of Service Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

1239653: SECURITY: MALICOUS DATA STREAM CAN CAUSE THE DB2 SERVER TO TRAP.
1239373: SECURITY: MALICOUS DATA STREAM CAN CAUSE THE DB2 SERVER TO TRAP.

1239652: SECURITY: MALICOUS DATA STREAM CAN CAUSE THE DB2 SERVER TO TRAP.

Source

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

af854a3a-2127-422b-91ae-364d.

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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