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Heap-based buffer overflow in Apple QuickTime before 7.6.2 allows remote attackers to execute arbitrary code or cause a «
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Apple Quicktime - All All All
Apple Quicktime 3.0 All All All
Apple Quicktime 41.2 All All All
Apple Quicktime 4.1.2 - mac All
Apple Quicktime 41.2 - windows All
Apple Quicktime 5.0 All All All
Apple Quicktime 5.0.1 All All All
Apple Quicktime 5.0.1 - mac All
Apple Quicktime 5.0.1 - windows All
Apple Quicktime 5.0.2 All All All
Apple Quicktime 5.0.2 - mac All
Apple Quicktime 5.0.2 - windows All
Apple Quicktime 6.0 All All All
Apple Quicktime 6.0 - windows All
Apple Quicktime 6.0.0 All All All
Apple Quicktime 6.0.0 - mac All
Apple Quicktime 6.0.0 - windows All
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Application Apple Quicktime 7.3.1 All All All
Application Apple Quicktime 7.3.1 - mac All
Application Apple Quicktime 7.3.1 - windows All
Application Apple Quicktime 7.3.1.70 All All All
Application Apple Quicktime 7.4 All All All
Application Apple Quicktime 7.4.0 All All All
Application Apple Quicktime 7.4.0 - mac All
Application Apple Quicktime 7.4.0 - windows All
Application Apple Quicktime 7.41 All All All
Application Apple Quicktime 7.44 - mac All
Application Apple Quicktime 7.4 - windows All
Application Apple Quicktime 744 All All All
Application Apple Quicktime 7.4.5 All All All
Application Apple Quicktime 7.4.5 - mac All
Application Apple Quicktime 7.4.5 - windows All
Application Apple Quicktime 7.5 All All All
Application Apple Quicktime 7.5.0 All All All
Application Apple Quicktime 7.5.0 - mac All
Application Apple Quicktime 7.5.0 - windows All
Application Apple Quicktime 755 All All All
Application Apple Quicktime 755 - mac All
Application Apple Quicktime 75.5 - windows All
Application Apple Quicktime 7.6.0 All All All
Application Apple Quicktime All All All All
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About the security content of QuickTime 7.6.2

SecurityTracker.com Archives - QuickTime Buffer Overflows in Processing Multiple Media Formats Lets Remote Users Execute Arbitrary Codt
APPLE-SA-2009-06-01-1 QuickTime 7.6.2

Apple QuickTime MS ADPCM Audio File Heap Buffer Overflow Vulnerability
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IBM X-Force Exchange

Apple QuickTime PICT Parsing Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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