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Integer overflow in libsndfile 1.0.18, as used in Winamp and other products, allows context-dependent attackers to execute
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
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Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Mega-nerd Libsndfile 0.0.28 All All All
Mega-nerd Libsndfile 0.0.8 All All All
Mega-nerd Libsndfile 1.0.0 All All All
Mega-nerd Libsndfile 1.0.0 rct All All
Mega-nerd Libsndfile 1.0.0 rcé All All
Mega-nerd Libsndfile 1.0.1 All All All
Mega-nerd Libsndfile 1.0.10 All All All
Mega-nerd Libsndfile 1.0.11 All All All
Mega-nerd Libsndfile 1.0.12 All All All
Mega-nerd Libsndfile 1.0.13 All All All
Mega-nerd Libsndfile 1.0.14 All All All
Mega-nerd Libsndfile 1.0.15 All All All
Mega-nerd Libsndfile 1.0.16 All All All
Mega-nerd Libsndfile 1.0.17 All All All
Mega-nerd Libsndfile 1.0.2 All All All
Mega-nerd Libsndfile 1.0.3 All All All
Mega-nerd Libsndfile 1.0.4 All All All
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Gentoo update for libsndfile - Secunia Advisories - Vulnerability Information - Secunia.com
Security Advisory SA34526 - Ubuntu update for libsndfile - Secunia

IBM X-Force Exchange

Debian update for libsndfile - Secunia Advisories - Vulnerability Information - Secunia.com
www.mega-nerd.com/libsndfile/NEWS

Vulnerabilities - Secunia Research - Vulnerability Information - Secunia.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com
Winamp CAF File Integer Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker
USN-749-1: libsndfile vulnerability | Ubuntu

Debian -- Security Information -- DSA-1742-1 libsndfile

Vulnerabilities - Secunia Research - Vulnerability Information - Secunia.com

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityFocus

Gentoo Linux Documentation -- libsndfile: User-assisted execution of arbitrary code

Winamp libsndfile.dll CAF Processing Integer Overflow Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com
libsndfile CAF Processing Integer Overflow Vulnerability - Advisories - Community
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:008

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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