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CVE CVE-2009-0196
State PUBLIC
Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-16 15:12:00 UTC
Updated 2018-10-11 21:00:00 UTC
Description Heap-based buffer overflow in the big2_decode_symbol_dict function (jbig2_symbol_dict.c) in the JBIG2 decoding library (|l
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ghostscript Ghostscript 0 All All All
Application Ghostscript Ghostscript 5.50 All All All
Application Ghostscript Ghostscript 7.07 All All All
Application Ghostscript Ghostscript 8.0.1 All All All
Application Ghostscript Ghostscript 8.15 All All All
Application Ghostscript Ghostscript 8.15.2 All All All
Application Ghostscript Ghostscript 8.54 All All All
Application Ghostscript Ghostscript 8.56 All All All
Application Ghostscript Ghostscript 8.57 All All All
Application Ghostscript Ghostscript 8.60 All All All
Application Ghostscript Ghostscript 8.61 All All All
Application Ghostscript Ghostscript 8.62 All All All
Application Ghostscript Ghostscript 8.63 All All All
Application Ghostscript Ghostscript 0 All All All
Application Ghostscript Ghostscript 5.50 All All All
Application Ghostscript Ghostscript 7.07 All All All
Application Ghostscript Ghostscript 8.0.1 All All All
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Application Ghostscript Ghostscript 8.15 All All
Application Ghostscript Ghostscript 8.15.2 All All
Application Ghostscript Ghostscript 8.54 All All
Application Ghostscript Ghostscript 8.56 All All
Application Ghostscript Ghostscript 8.57 All All
Application Ghostscript Ghostscript 8.60 All All
Application Ghostscript Ghostscript 8.61 All All
Application Ghostscript Ghostscript 8.62 All All
Application Ghostscript Ghostscript 8.63 All All
Application Ghostscript Ghostscript All All All

All

All

All

All

All

All

All

All

All

All

References

Reference

Security Tracker: Ghostscript Heap Overflow in jbig2dec Library Lets Remote Users Execute Arbitrary Code
Fedora update for ghostscript - Secunia Advisories - Vulnerability Information - Secunia.com
SecurityFocus

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:009

Gentoo Linux Documentation -- GPL Ghostscript: Multiple vulnerabilities
bugzilla.redhat.com/attachment.cgi

Sun Solaris Ghostscript Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail | OVH- OVH

Vulnerabilities - Secunia Research - Vulnerability Information - Secunia.com

53492

Ubuntu update for ghostscript - Advisories - Community

wiki.rpath.com/Advisories:rPSA-2009-0060

SUSE Update for Multiple Packages - Advisories - Community

Red Hat update for ghostscript - Advisories - Community

Support / Security / Advisories / / MDVSA-2009:095 | Mandriva

[SECURITY] Fedora 10 Update: ghostscript-8.63-6.fc10

Sun Solaris 9 Ghostscript Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
USN-757-1: Ghostscript vulnerabilities | Ubuntu security notices

SecurityFocus

Support

[SECURITY] Fedora 9 Update: ghostscript-8.63-3.fc9

Source

SECTR

SECUN

BUGTR

SUSE

GENTC

MISC

SECUN

VUPEN

VUPEN

MISC

OSvDB

SECUN

CONFIF

SECUN

SECUN

MANDF

FEDOR

SECUN

UBUNT

BUGTR

REDHA

FEDOR


http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://cve.report/vendor/ghostscript
http://cve.report/software/ghostscript/ghostscript
http://www.securitytracker.com/id?1022029
http://secunia.com/advisories/34667
http://www.securityfocus.com/archive/1/502757/100/0/threaded
http://lists.opensuse.org/opensuse-security-announce/2009-04/msg00010.html
http://security.gentoo.org/glsa/glsa-201412-17.xml
https://bugzilla.redhat.com/attachment.cgi?id=337747
http://secunia.com/advisories/35569
http://www.vupen.com/english/advisories/2009/0983
http://www.vupen.com/english/advisories/2009/1708
http://secunia.com/secunia_research/2009-21/
http://osvdb.org/53492
http://secunia.com/advisories/34729
http://wiki.rpath.com/Advisories:rPSA-2009-0060
http://secunia.com/advisories/35416
http://secunia.com/advisories/34732
http://www.mandriva.com/security/advisories?name=MDVSA-2009:095
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00460.html
http://secunia.com/advisories/35559
https://usn.ubuntu.com/757-1/
http://www.securityfocus.com/archive/1/502586/100/0/threaded
http://www.redhat.com/support/errata/RHSA-2009-0421.html
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00461.html

Ghostscript jbig2dec’ JBIGZ Processing Butter Overtlow Vulneraoility BID
Repository / Oval Repository OVAL
262288 SUNAL

Ghostscript jbig2dec JBIG2 Processing Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUN

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:011 SUSE
CVE Program record CVE.OF
NVD vulnerability detail NVD

4 B -l

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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