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CVE CVE-2009-0201
State PUBLIC
Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-02 17:30:00 UTC
Updated 2018-10-11 21:00:00 UTC
Description Heap-based buffer overflow in OpenOffice.org (O00) before 3.1.1 and StarOffice/StarSuite 7, 8, and 9 might allow remote ¢

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openoffice Openoffice.org 1.1.2 All All All
Application Openoffice Openoffice.org 1.1.3 All All All
Application Openoffice Openoffice.org 1.1.4 All All All
Application Openoffice Openoffice.org 115 All All All
Application Openoffice Openoffice.org 2.0 All All All
Application Openoffice Openoffice.org 2.0.2 All All All
Application Openoffice Openoffice.org 2.0.3 All All All
Application Openoffice Openoffice.org 2.04 All All All
Application Openoffice Openoffice.org 2.1 All All All
Application Openoffice Openoffice.org 2.2 All All All
Application Openoffice Openoffice.org 2.2.1 All All All
Application Openoffice Openoffice.org 2.3 All All All
Application Openoffice Openoffice.org 2.3.1 All All All
Application Openoffice Openoffice.org 24 All All All
Application Openoffice Openoffice.org 2.4.1 All All All
Application Openoffice Openoffice.org 2.4.1 All 64-bit All
Application Openoffice Openoffice.org 1.1.2 All All All
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Application Openoffice Openoffice.org 1.1.3 All
Application Openoffice Openoffice.org 1.1.4 All
Application Openoffice Openoffice.org 115 All
Application Openoffice Openoffice.org 2.0 All
Application Openoffice Openoffice.org 2.0.2 All
Application Openoffice Openoffice.org 2.0.3 All
Application Openoffice Openoffice.org 2.04 All
Application Openoffice Openoffice.org 2.1 All
Application Openoffice Openoffice.org 2.2 All
Application Openoffice Openoffice.org 221 All
Application Openoffice Openoffice.org 2.3 All
Application Openoffice Openoffice.org 2.3.1 All
Application Openoffice Openoffice.org 2.4 All
Application Openoffice Openoffice.org 2.4.1 All
Application Openoffice Openoffice.org 2.4.1 All
Application Openoffice Openoffice.org All All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

64-bit

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

OpenOffice.org Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

1020715

263508

development: 3.1.1 (build OO0310_m19) - Release Notes

Debian -- Security Information -- DSA-1880-1 openoffice.org

Security Advisory SA60799 - Gentoo openoffice Multiple Vulnerabilties - Secunia
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:015
OpenOffice Word Document Table Parsing Multiple Heap Based Buffer Overflow Vulnerabilities
SecurityFocus

Gentoo Linux Documentation -- OpenOffice, LibreOffice: Multiple vulnerabilities
CVE-2009-0200 / CVE-2009-0201

Support / Security / Advisories / / MDVSA-2010:105 | Mandriva

Repository / Oval Repository

Support / Security / Advisories / / MDVSA-2010:035 | Mandriva

Vulnerabilities - Secunia Research - Vulnerability Information - Secunia.com

Security Tracker.com Archives - OpenOffice Table Parsing Buffer Overflow Lets Remote Users Execute Arbitrary Code

Source

SECUNIA

SECTRACK

SUNALERT

SUNALERT

MISC

DEBIAN

SECUNIA

SUSE

BID

BUGTRAQ

GENTOO

CONFIRM

MANDRIVA

OVAL

MANDRIVA

MISC

Link

secur

Www.

sunsc

sunsc

devel

WWW.

secur

lists.o

WwWWw.

Www.

WWWw.

Www.

WWW.

oval.c

WWW.

secur


http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice.org
http://secunia.com/advisories/35036
http://www.securitytracker.com/id?1022798
http://sunsolve.sun.com/search/document.do?assetkey=1-77-1020715.1-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-263508-1
http://development.openoffice.org/releases/3.1.1.html
http://www.debian.org/security/2009/dsa-1880
http://secunia.com/advisories/60799
http://lists.opensuse.org/opensuse-security-announce/2009-09/msg00001.html
http://www.securityfocus.com/bid/36200
http://www.securityfocus.com/archive/1/506195/100/0/threaded
http://www.gentoo.org/security/en/glsa/glsa-201408-19.xml
http://www.openoffice.org/security/cves/CVE-2009-0200-0201.html
http://www.mandriva.com/security/advisories?name=MDVSA-2010:105
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10726
http://www.mandriva.com/security/advisories?name=MDVSA-2010:035
http://secunia.com/secunia_research/2009-27/

Support / Security / Advisories / / MDVSA-2010:091 | Mandriva MANDHIVA — www.

Security Advisory SA36750 - Sun StarOffice / StarSuite Word Document Table Parsing Vulnerabilities - Secunia SECUNIA secur
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWww.
CVE Program record CVE.ORG WwWw.
NVD vulnerability detail NVD nvd.n
« | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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