
CVE-2009-0217
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2009-0217

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-14 23:30:00 UTC

Updated 2018-10-12 21:49:00 UTC

Description The design of the W3C XML Signature Syntax and Processing (XMLDsig) recommendation, as implemented in products including (1) the Oracle Security Developer Tools component in Oracle Application Server 10.1.2.3, 10.1.3.4, and 10.1.4.3IM; (2) the WebLogic Server component in BEA Product Suite 10.3, 10.0 MP1, 9.2 MP3, 9.1, 9.0, and 8.1 SP6; (3) Mono before 2.4.2.2; (4) XML Security Library before 1.2.12; (5) IBM WebSphere Application Server Versions 6.0 through 6.0.2.33, 6.1 through 6.1.0.23, and 7.0 through 7.0.0.1; (6) Sun JDK and JRE Update 14 and earlier; (7) Microsoft .NET Framework 3.0 through 3.0 SP2, 3.5, and 4.0; and other products uses a parameter that defines an HMAC truncation length (HMACOutputLength) but does not require a minimum for this length, which allows attackers to spoof HMAC-based signatures and bypass authentication by specifying a truncation length with a small number of bits.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Websphere Application Server 6.0 All All All

Application Ibm Websphere Application Server 6.0.0.1 All All All

Application Ibm Websphere Application Server 6.0.0.2 All All All

Application Ibm Websphere Application Server 6.0.0.3 All All All

Application Ibm Websphere Application Server 6.0.1 All All All

Application Ibm Websphere Application Server 6.0.1.1 All All All

Application Ibm Websphere Application Server 6.0.1.11 All All All

Application Ibm Websphere Application Server 6.0.1.13 All All All

Application Ibm Websphere Application Server 6.0.1.15 All All All

Application Ibm Websphere Application Server 6.0.1.17 All All All

Application Ibm Websphere Application Server 6.0.1.2 All All All

Application Ibm Websphere Application Server 6.0.1.3 All All All

Application Ibm Websphere Application Server 6.0.1.5 All All All

Application Ibm Websphere Application Server 6.0.1.7 All All All

Application Ibm Websphere Application Server 6.0.1.9 All All All

Application Ibm Websphere Application Server 6.0.2 All All All

Application Ibm Websphere Application Server 6.0.2 All fp17 All

https://cve.report/
https://cve.report/CVE-2009-0217/mitre
https://cve.report/CVE-2009-0217/nist
https://cve.report/CVE-2009-0217/cve_org
https://cve.report/CVE-2009-0217.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server


Application Ibm Websphere Application Server 6.0.2 All fp17 All

Application Ibm Websphere Application Server 6.0.2.1 All All All

Application Ibm Websphere Application Server 6.0.2.10 All All All

Application Ibm Websphere Application Server 6.0.2.11 All All All

Application Ibm Websphere Application Server 6.0.2.12 All All All

Application Ibm Websphere Application Server 6.0.2.13 All All All

Application Ibm Websphere Application Server 6.0.2.14 All All All

Application Ibm Websphere Application Server 6.0.2.15 All All All

Application Ibm Websphere Application Server 6.0.2.16 All All All

Application Ibm Websphere Application Server 6.0.2.17 All All All

Application Ibm Websphere Application Server 6.0.2.18 All All All

Application Ibm Websphere Application Server 6.0.2.19 All All All

Application Ibm Websphere Application Server 6.0.2.2 All All All

Application Ibm Websphere Application Server 6.0.2.20 All All All

Application Ibm Websphere Application Server 6.0.2.21 All All All

Application Ibm Websphere Application Server 6.0.2.22 All All All

Application Ibm Websphere Application Server 6.0.2.23 All All All

Application Ibm Websphere Application Server 6.0.2.24 All All All

Application Ibm Websphere Application Server 6.0.2.25 All All All

Application Ibm Websphere Application Server 6.0.2.28 All All All

Application Ibm Websphere Application Server 6.0.2.29 All All All

Application Ibm Websphere Application Server 6.0.2.3 All All All

Application Ibm Websphere Application Server 6.0.2.30 All All All

Application Ibm Websphere Application Server 6.0.2.31 All All All

Application Ibm Websphere Application Server 6.0.2.32 All All All

Application Ibm Websphere Application Server 6.0.2.33 All All All

Application Ibm Websphere Application Server 6.1 All All All

Application Ibm Websphere Application Server 6.1.0 All All All

Application Ibm Websphere Application Server 6.1.0.0 All All All

Application Ibm Websphere Application Server 6.1.0.1 All All All

Application Ibm Websphere Application Server 6.1.0.10 All All All

Application Ibm Websphere Application Server 6.1.0.11 All All All

Application Ibm Websphere Application Server 6.1.0.12 All All All

Application Ibm Websphere Application Server 6.1.0.13 All All All

Application Ibm Websphere Application Server 6.1.0.14 All All All

Application Ibm Websphere Application Server 6.1.0.15 All All All
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Application Ibm Websphere Application Server 6.1.0.16 All All All

Application Ibm Websphere Application Server 6.1.0.17 All All All

Application Ibm Websphere Application Server 6.1.0.18 All All All

Application Ibm Websphere Application Server 6.1.0.19 All All All

Application Ibm Websphere Application Server 6.1.0.2 All All All

Application Ibm Websphere Application Server 6.1.0.20 All All All

Application Ibm Websphere Application Server 6.1.0.21 All All All

Application Ibm Websphere Application Server 6.1.0.22 All All All

Application Ibm Websphere Application Server 6.1.0.23 All All All

Application Ibm Websphere Application Server 6.1.0.3 All All All

Application Ibm Websphere Application Server 6.1.0.4 All All All

Application Ibm Websphere Application Server 6.1.0.5 All All All

Application Ibm Websphere Application Server 6.1.0.6 All All All

Application Ibm Websphere Application Server 6.1.0.7 All All All

Application Ibm Websphere Application Server 6.1.0.8 All All All

Application Ibm Websphere Application Server 6.1.0.9 All All All

Application Ibm Websphere Application Server 7.0 All All All

Application Ibm Websphere Application Server 7.0.0.1 All All All

Application Ibm Websphere Application Server 6.0 All All All

Application Ibm Websphere Application Server 6.0.0.1 All All All

Application Ibm Websphere Application Server 6.0.0.2 All All All

Application Ibm Websphere Application Server 6.0.0.3 All All All

Application Ibm Websphere Application Server 6.0.1 All All All

Application Ibm Websphere Application Server 6.0.1.1 All All All

Application Ibm Websphere Application Server 6.0.1.11 All All All

Application Ibm Websphere Application Server 6.0.1.13 All All All

Application Ibm Websphere Application Server 6.0.1.15 All All All

Application Ibm Websphere Application Server 6.0.1.17 All All All

Application Ibm Websphere Application Server 6.0.1.2 All All All

Application Ibm Websphere Application Server 6.0.1.3 All All All

Application Ibm Websphere Application Server 6.0.1.5 All All All

Application Ibm Websphere Application Server 6.0.1.7 All All All

Application Ibm Websphere Application Server 6.0.1.9 All All All

Application Ibm Websphere Application Server 6.0.2 All All All

Application Ibm Websphere Application Server 6.0.2 All fp17 All

Application Ibm Websphere Application Server 6.0.2.1 All All All
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Application Ibm Websphere Application Server 6.0.2.1 All All All

Application Ibm Websphere Application Server 6.0.2.10 All All All

Application Ibm Websphere Application Server 6.0.2.11 All All All

Application Ibm Websphere Application Server 6.0.2.12 All All All

Application Ibm Websphere Application Server 6.0.2.13 All All All

Application Ibm Websphere Application Server 6.0.2.14 All All All

Application Ibm Websphere Application Server 6.0.2.15 All All All

Application Ibm Websphere Application Server 6.0.2.16 All All All

Application Ibm Websphere Application Server 6.0.2.17 All All All

Application Ibm Websphere Application Server 6.0.2.18 All All All

Application Ibm Websphere Application Server 6.0.2.19 All All All

Application Ibm Websphere Application Server 6.0.2.2 All All All

Application Ibm Websphere Application Server 6.0.2.20 All All All

Application Ibm Websphere Application Server 6.0.2.21 All All All

Application Ibm Websphere Application Server 6.0.2.22 All All All

Application Ibm Websphere Application Server 6.0.2.23 All All All

Application Ibm Websphere Application Server 6.0.2.24 All All All

Application Ibm Websphere Application Server 6.0.2.25 All All All

Application Ibm Websphere Application Server 6.0.2.28 All All All

Application Ibm Websphere Application Server 6.0.2.29 All All All

Application Ibm Websphere Application Server 6.0.2.3 All All All

Application Ibm Websphere Application Server 6.0.2.30 All All All

Application Ibm Websphere Application Server 6.0.2.31 All All All

Application Ibm Websphere Application Server 6.0.2.32 All All All

Application Ibm Websphere Application Server 6.0.2.33 All All All

Application Ibm Websphere Application Server 6.1 All All All

Application Ibm Websphere Application Server 6.1.0 All All All

Application Ibm Websphere Application Server 6.1.0.0 All All All

Application Ibm Websphere Application Server 6.1.0.1 All All All

Application Ibm Websphere Application Server 6.1.0.10 All All All

Application Ibm Websphere Application Server 6.1.0.11 All All All

Application Ibm Websphere Application Server 6.1.0.12 All All All

Application Ibm Websphere Application Server 6.1.0.13 All All All

Application Ibm Websphere Application Server 6.1.0.14 All All All

Application Ibm Websphere Application Server 6.1.0.15 All All All

Application Ibm Websphere Application Server 6.1.0.16 All All All
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Application Ibm Websphere Application Server 6.1.0.17 All All All

Application Ibm Websphere Application Server 6.1.0.18 All All All

Application Ibm Websphere Application Server 6.1.0.19 All All All

Application Ibm Websphere Application Server 6.1.0.2 All All All

Application Ibm Websphere Application Server 6.1.0.20 All All All

Application Ibm Websphere Application Server 6.1.0.21 All All All

Application Ibm Websphere Application Server 6.1.0.22 All All All

Application Ibm Websphere Application Server 6.1.0.23 All All All

Application Ibm Websphere Application Server 6.1.0.3 All All All

Application Ibm Websphere Application Server 6.1.0.4 All All All

Application Ibm Websphere Application Server 6.1.0.5 All All All

Application Ibm Websphere Application Server 6.1.0.6 All All All

Application Ibm Websphere Application Server 6.1.0.7 All All All

Application Ibm Websphere Application Server 6.1.0.8 All All All

Application Ibm Websphere Application Server 6.1.0.9 All All All

Application Ibm Websphere Application Server 7.0 All All All

Application Ibm Websphere Application Server 7.0.0.1 All All All

Application Mono Project Mono 1.2.1 All All All

Application Mono Project Mono 1.2.2 All All All

Application Mono Project Mono 1.2.3 All All All

Application Mono Project Mono 1.2.4 All All All

Application Mono Project Mono 1.2.5 All All All

Application Mono Project Mono 1.2.6 All All All

Application Mono Project Mono 1.9 All All All

Application Mono Project Mono 2.0 All All All

Application Mono Project Mono 1.2.1 All All All

Application Mono Project Mono 1.2.2 All All All

Application Mono Project Mono 1.2.3 All All All

Application Mono Project Mono 1.2.4 All All All

Application Mono Project Mono 1.2.5 All All All

Application Mono Project Mono 1.2.6 All All All

Application Mono Project Mono 1.9 All All All

Application Mono Project Mono 2.0 All All All

Application Oracle Application Server 10.1.2.3 All All All

Application Oracle Application Server 10.1.3.4 All All All
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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