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CVE-2009-0243

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVLACUAUNCCICAC Certain versions of Windows 2000 from Microsoft contain the following
’ vulnerability:

Microsoft Windows does not properly enforce the Autorun and
NoDriveTypeAutoRun registry values, which allows physically
proximate attackers to execute arbitrary code by (1) inserting CD-ROM
media, (2) inserting DVD media, (3) connecting a USB device, and (4)
connecting a Firewire device; (5) allows user-assisted remote attackers
to execute arbitrary code by mapping a network drive; and allows user-assisted attackers to
execute arbitrary code by clicking on (6) an icon under My Computer\Devices with Removable
Storage and (7) an option in an AutoPlay dialog, related to the Autorun.inf file. NOTE: vectors
1 and 3 on Vista are already covered by CVE-2008-0951.

CVE-2009-0243 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH |

Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
Description Tags Link
US-CERT Technical Cyber Security Alert TA09-020A -- Microsoft Windows Does Not @ CERT TA09-020A

Disable AutoRun Properly

Conficker's autorun and social engineering - isc MISC

isc.sans.org/diary.html|?
storyid=5695

Microsoft Windows Guidelines for Disabling AutoRun are Ineffective and May Permit ) SECTRACK 1021629
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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