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Summary

CVE CVE-2009-0265

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-26 15:30:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Internet Systems Consortium (ISC) BIND 9.6.0 and earlier does not properly check the return value from the OpenSSL EVP_VerifyFinal function, which allows remote attackers to bypass validation of the certificate chain via a malformed SSL/TLS signature, a similar vulnerability to CVE-2008-5077 and CVE-2009-0025.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 4 All All All

Application Isc Bind 4.9 All All All

Application Isc Bind 4.9.10 All All All

Application Isc Bind 4.9.2 All All All

Application Isc Bind 4.9.3 All All All

Application Isc Bind 4.9.4 All All All

Application Isc Bind 4.9.5 All All All

Application Isc Bind 4.9.5 p1 All All

Application Isc Bind 4.9.6 All All All

Application Isc Bind 4.9.7 All All All

Application Isc Bind 4.9.8 All All All

Application Isc Bind 4.9.9 All All All

Application Isc Bind 8 All All All

Application Isc Bind 8.1 All All All

Application Isc Bind 8.1.1 All All All

Application Isc Bind 8.1.2 All All All

Application Isc Bind 8.2 All All All
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Application Isc Bind 8.2 All All All

Application Isc Bind 8.2 p1 All All

Application Isc Bind 8.2.1 All All All

Application Isc Bind 8.2.2 All All All

Application Isc Bind 8.2.2 p1 All All

Application Isc Bind 8.2.2 p2 All All

Application Isc Bind 8.2.2 p3 All All

Application Isc Bind 8.2.2 p4 All All

Application Isc Bind 8.2.2 p5 All All

Application Isc Bind 8.2.2 p6 All All

Application Isc Bind 8.2.2 p7 All All

Application Isc Bind 8.2.3 All All All

Application Isc Bind 8.2.4 All All All

Application Isc Bind 8.2.5 All All All

Application Isc Bind 8.2.6 All All All

Application Isc Bind 8.2.7 All All All

Application Isc Bind 8.3.0 All All All

Application Isc Bind 8.3.1 All All All

Application Isc Bind 8.3.2 All All All

Application Isc Bind 8.3.3 All All All

Application Isc Bind 8.3.4 All All All

Application Isc Bind 8.3.5 All All All

Application Isc Bind 8.3.6 All All All

Application Isc Bind 8.4 All All All

Application Isc Bind 8.4.1 All All All

Application Isc Bind 8.4.4 All All All

Application Isc Bind 8.4.5 All All All

Application Isc Bind 8.4.7 All All All

Application Isc Bind 9.0 All All All

Application Isc Bind 9.0.1 All All All

Application Isc Bind 9.1 All All All

Application Isc Bind 9.1.1 All All All

Application Isc Bind 9.1.2 All All All

Application Isc Bind 9.1.3 All All All

Application Isc Bind 9.2 All All All

Application Isc Bind 9.2.0 All All All
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Application Isc Bind 9.2.1 All All All

Application Isc Bind 9.2.2 All All All

Application Isc Bind 9.2.2 p3 All All

Application Isc Bind 9.2.3 All All All

Application Isc Bind 9.2.4 All All All

Application Isc Bind 9.2.5 All All All

Application Isc Bind 9.2.6 All All All

Application Isc Bind 9.2.7 All All All

Application Isc Bind 9.2.9 All All All

Application Isc Bind 9.3 All All All

Application Isc Bind 9.3.0 All All All

Application Isc Bind 9.3.1 All All All

Application Isc Bind 9.3.2 All All All

Application Isc Bind 9.3.3 All All All

Application Isc Bind 9.3.5-p2-w1 windows All All

Application Isc Bind 9.4 All All All

Application Isc Bind 9.4.0 All All All

Application Isc Bind 9.4.0 rc1 All All

Application Isc Bind 9.4.1 All All All

Application Isc Bind 9.4.2 All All All

Application Isc Bind 9.4.3 All All All

Application Isc Bind 9.4.3 rc1 All All

Application Isc Bind 9.5.0 All All All

Application Isc Bind 9.5.0 rc1 All All

Application Isc Bind 9.5.1 All All All

Application Isc Bind 9.5.1 rc1 All All

Application Isc Bind 9.5.1 rc2 All All

Application Isc Bind 9.6.0 All All All

Application Isc Bind 9.6.0 p1 All All

Application Isc Bind 9.6.0 rc1 All All

Application Isc Bind 9.6.0 rc2 All All

Application Isc Bind 4 All All All

Application Isc Bind 4.9 All All All

Application Isc Bind 4.9.10 All All All

Application Isc Bind 4.9.2 All All All

Application Isc Bind 4.9.3 All All All
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Application Isc Bind 4.9.3 All All All

Application Isc Bind 4.9.4 All All All

Application Isc Bind 4.9.5 All All All

Application Isc Bind 4.9.5 p1 All All

Application Isc Bind 4.9.6 All All All

Application Isc Bind 4.9.7 All All All

Application Isc Bind 4.9.8 All All All

Application Isc Bind 4.9.9 All All All

Application Isc Bind 8 All All All

Application Isc Bind 8.1 All All All

Application Isc Bind 8.1.1 All All All

Application Isc Bind 8.1.2 All All All

Application Isc Bind 8.2 All All All

Application Isc Bind 8.2 p1 All All

Application Isc Bind 8.2.1 All All All

Application Isc Bind 8.2.2 All All All

Application Isc Bind 8.2.2 p1 All All

Application Isc Bind 8.2.2 p2 All All

Application Isc Bind 8.2.2 p3 All All

Application Isc Bind 8.2.2 p4 All All

Application Isc Bind 8.2.2 p5 All All

Application Isc Bind 8.2.2 p6 All All

Application Isc Bind 8.2.2 p7 All All

Application Isc Bind 8.2.3 All All All

Application Isc Bind 8.2.4 All All All

Application Isc Bind 8.2.5 All All All

Application Isc Bind 8.2.6 All All All

Application Isc Bind 8.2.7 All All All

Application Isc Bind 8.3.0 All All All

Application Isc Bind 8.3.1 All All All

Application Isc Bind 8.3.2 All All All

Application Isc Bind 8.3.3 All All All

Application Isc Bind 8.3.4 All All All

Application Isc Bind 8.3.5 All All All

Application Isc Bind 8.3.6 All All All

Application Isc Bind 8.4 All All All
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Application Isc Bind 8.4.1 All All All

Application Isc Bind 8.4.4 All All All

Application Isc Bind 8.4.5 All All All

Application Isc Bind 8.4.7 All All All

Application Isc Bind 9.0 All All All

Application Isc Bind 9.0.1 All All All

Application Isc Bind 9.1 All All All

Application Isc Bind 9.1.1 All All All

Application Isc Bind 9.1.2 All All All

Application Isc Bind 9.1.3 All All All

Application Isc Bind 9.2 All All All

Application Isc Bind 9.2.0 All All All

Application Isc Bind 9.2.1 All All All

Application Isc Bind 9.2.2 All All All

Application Isc Bind 9.2.2 p3 All All

Application Isc Bind 9.2.3 All All All

Application Isc Bind 9.2.4 All All All

Application Isc Bind 9.2.5 All All All

Application Isc Bind 9.2.6 All All All

Application Isc Bind 9.2.7 All All All

Application Isc Bind 9.2.9 All All All

Application Isc Bind 9.3 All All All

Application Isc Bind 9.3.0 All All All

Application Isc Bind 9.3.1 All All All

Application Isc Bind 9.3.2 All All All

Application Isc Bind 9.3.3 All All All

Application Isc Bind 9.3.5-p2-w1 windows All All

Application Isc Bind 9.4 All All All

Application Isc Bind 9.4.0 All All All

Application Isc Bind 9.4.0 rc1 All All

Application Isc Bind 9.4.1 All All All

Application Isc Bind 9.4.2 All All All

Application Isc Bind 9.4.3 All All All

Application Isc Bind 9.4.3 rc1 All All

Application Isc Bind 9.5.0 All All All
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Application Isc Bind 9.5.0 rc1 All All

Application Isc Bind 9.5.1 All All All

Application Isc Bind 9.5.1 rc1 All All

Application Isc Bind 9.5.1 rc2 All All

Application Isc Bind 9.6.0 All All All

Application Isc Bind 9.6.0 p1 All All

Application Isc Bind 9.6.0 rc1 All All

Application Isc Bind 9.6.0 rc2 All All

Application Isc Bind All All All All

References

Reference Source Link Tags

www.mandriva.com MANDRIVA www.mandriva.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Oops! - ISC CONFIRM www.isc.org Vendor Advisory

Slackware update for bind - Secunia.com SECUNIA secunia.com Vendor Advisory

BIND Security Advisory (CVE-2009-0025; Severity: Low) - comp.protocols.dns.bind | Google Groups MISC groups.google.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-01-26 Joshua Bressers Not vulnerable. This issue did not affect the versions of BIND as shipped with Red Hat Enterprise Linux 2.1, 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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