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Summary

CVE CVE-2009-0352

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-04 19:30:00 UTC

Updated 2018-10-03 21:58:00 UTC

Description Multiple unspecified vulnerabilities in Mozilla Firefox 3.x before 3.0.6, Thunderbird before 2.0.0.21, and SeaMonkey before 1.1.15 allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via vectors related to the layout engine and destruction of arbitrary layout objects by the nsViewManager::Composite function.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0.1 All All All

Application Mozilla Firefox 3.0.2 All All All

Application Mozilla Firefox 3.0.3 All All All

Application Mozilla Firefox 3.0.4 All All All

Application Mozilla Firefox 3.0.5 All All All

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0.1 All All All

Application Mozilla Firefox 3.0.2 All All All

Application Mozilla Firefox 3.0.3 All All All

Application Mozilla Firefox 3.0.4 All All All

Application Mozilla Firefox 3.0.5 All All All

Application Mozilla Seamonkey 1.0 All All All

Application Mozilla Seamonkey 1.0.1 All All All

Application Mozilla Seamonkey 1.0.2 All All All

Application Mozilla Seamonkey 1.0.3 All All All

Application Mozilla Seamonkey 1.0.5 All All All
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Application Mozilla Seamonkey 1.0.5 All All All

Application Mozilla Seamonkey 1.0.6 All All All

Application Mozilla Seamonkey 1.0.7 All All All

Application Mozilla Seamonkey 1.0.8 All All All

Application Mozilla Seamonkey 1.0.9 All All All

Application Mozilla Seamonkey 1.1 All All All

Application Mozilla Seamonkey 1.1 alpha All All

Application Mozilla Seamonkey 1.1 beta All All

Application Mozilla Seamonkey 1.1.1 All All All

Application Mozilla Seamonkey 1.1.10 All All All

Application Mozilla Seamonkey 1.1.11 All All All

Application Mozilla Seamonkey 1.1.12 All All All

Application Mozilla Seamonkey 1.1.2 All All All

Application Mozilla Seamonkey 1.1.3 All All All

Application Mozilla Seamonkey 1.1.4 All All All

Application Mozilla Seamonkey 1.1.5 All All All

Application Mozilla Seamonkey 1.1.6 All All All

Application Mozilla Seamonkey 1.1.7 All All All

Application Mozilla Seamonkey 1.1.8 All All All

Application Mozilla Seamonkey 1.1.9 All All All

Application Mozilla Seamonkey 1.0 All All All

Application Mozilla Seamonkey 1.0.1 All All All

Application Mozilla Seamonkey 1.0.2 All All All

Application Mozilla Seamonkey 1.0.3 All All All

Application Mozilla Seamonkey 1.0.5 All All All

Application Mozilla Seamonkey 1.0.6 All All All

Application Mozilla Seamonkey 1.0.7 All All All

Application Mozilla Seamonkey 1.0.8 All All All

Application Mozilla Seamonkey 1.0.9 All All All

Application Mozilla Seamonkey 1.1 All All All

Application Mozilla Seamonkey 1.1 alpha All All

Application Mozilla Seamonkey 1.1 beta All All

Application Mozilla Seamonkey 1.1.1 All All All

Application Mozilla Seamonkey 1.1.10 All All All

Application Mozilla Seamonkey 1.1.11 All All All

Application Mozilla Seamonkey 1.1.12 All All All
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Application Mozilla Seamonkey 1.1.2 All All All

Application Mozilla Seamonkey 1.1.3 All All All

Application Mozilla Seamonkey 1.1.4 All All All

Application Mozilla Seamonkey 1.1.5 All All All

Application Mozilla Seamonkey 1.1.6 All All All

Application Mozilla Seamonkey 1.1.7 All All All

Application Mozilla Seamonkey 1.1.8 All All All

Application Mozilla Seamonkey 1.1.9 All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird 1.0 All All All

Application Mozilla Thunderbird 1.0.1 All All All

Application Mozilla Thunderbird 1.0.2 All All All

Application Mozilla Thunderbird 1.0.3 All All All

Application Mozilla Thunderbird 1.0.4 All All All

Application Mozilla Thunderbird 1.0.5 All All All

Application Mozilla Thunderbird 1.0.5 beta All All

Application Mozilla Thunderbird 1.0.6 All All All

Application Mozilla Thunderbird 1.0.7 All All All

Application Mozilla Thunderbird 1.0.8 All All All

Application Mozilla Thunderbird 1.5 All All All

Application Mozilla Thunderbird 1.5 beta2 All All

Application Mozilla Thunderbird 1.5.0.1 All All All

Application Mozilla Thunderbird 1.5.0.10 All All All

Application Mozilla Thunderbird 1.5.0.11 All All All

Application Mozilla Thunderbird 1.5.0.12 All All All

Application Mozilla Thunderbird 1.5.0.13 All All All

Application Mozilla Thunderbird 1.5.0.14 All All All

Application Mozilla Thunderbird 1.5.0.2 All All All

Application Mozilla Thunderbird 1.5.0.3 All All All

Application Mozilla Thunderbird 1.5.0.4 All All All

Application Mozilla Thunderbird 1.5.0.5 All All All

Application Mozilla Thunderbird 1.5.0.6 All All All

Application Mozilla Thunderbird 1.5.0.7 All All All

Application Mozilla Thunderbird 1.5.0.8 All All All

Application Mozilla Thunderbird 1.5.0.9 All All All

Application Mozilla Thunderbird 1.5.1 All All All
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Application Mozilla Thunderbird 1.5.1 All All All

Application Mozilla Thunderbird 1.5.2 All All All

Application Mozilla Thunderbird 2.0.0.0 All All All

Application Mozilla Thunderbird 2.0.0.12 All All All

Application Mozilla Thunderbird 2.0.0.14 All All All

Application Mozilla Thunderbird 2.0.0.16 All All All

Application Mozilla Thunderbird 2.0.0.17 All All All

Application Mozilla Thunderbird 2.0.0.18 All All All

Application Mozilla Thunderbird 2.0.0.4 All All All

Application Mozilla Thunderbird 2.0.0.5 All All All

Application Mozilla Thunderbird 2.0.0.6 All All All

Application Mozilla Thunderbird 2.0.0.9 All All All

Application Mozilla Thunderbird 1.0 All All All

Application Mozilla Thunderbird 1.0.1 All All All

Application Mozilla Thunderbird 1.0.2 All All All

Application Mozilla Thunderbird 1.0.3 All All All

Application Mozilla Thunderbird 1.0.4 All All All

Application Mozilla Thunderbird 1.0.5 All All All

Application Mozilla Thunderbird 1.0.5 beta All All

Application Mozilla Thunderbird 1.0.6 All All All

Application Mozilla Thunderbird 1.0.7 All All All

Application Mozilla Thunderbird 1.0.8 All All All

Application Mozilla Thunderbird 1.5 All All All

Application Mozilla Thunderbird 1.5 beta2 All All

Application Mozilla Thunderbird 1.5.0.1 All All All

Application Mozilla Thunderbird 1.5.0.10 All All All

Application Mozilla Thunderbird 1.5.0.11 All All All

Application Mozilla Thunderbird 1.5.0.12 All All All

Application Mozilla Thunderbird 1.5.0.13 All All All

Application Mozilla Thunderbird 1.5.0.14 All All All

Application Mozilla Thunderbird 1.5.0.2 All All All

Application Mozilla Thunderbird 1.5.0.3 All All All

Application Mozilla Thunderbird 1.5.0.4 All All All

Application Mozilla Thunderbird 1.5.0.5 All All All

Application Mozilla Thunderbird 1.5.0.6 All All All

Application Mozilla Thunderbird 1.5.0.7 All All All
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Application Mozilla Thunderbird 1.5.0.8 All All All

Application Mozilla Thunderbird 1.5.0.9 All All All

Application Mozilla Thunderbird 1.5.1 All All All

Application Mozilla Thunderbird 1.5.2 All All All

Application Mozilla Thunderbird 2.0.0.0 All All All

Application Mozilla Thunderbird 2.0.0.12 All All All

Application Mozilla Thunderbird 2.0.0.14 All All All

Application Mozilla Thunderbird 2.0.0.16 All All All

Application Mozilla Thunderbird 2.0.0.17 All All All

Application Mozilla Thunderbird 2.0.0.18 All All All

Application Mozilla Thunderbird 2.0.0.4 All All All

Application Mozilla Thunderbird 2.0.0.5 All All All

Application Mozilla Thunderbird 2.0.0.6 All All All

Application Mozilla Thunderbird 2.0.0.9 All All All

Application Mozilla Thunderbird All All All All
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[SECURITY] Fedora 9 Update: xulrunner-1.9.0.6-1.fc9
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431705 – Crash [@ nsStyleContext::Destroy] on reload with mtext and -moz-box-ordinal-group
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[SECURITY] Fedora 10 Update: thunderbird-2.0.0.21-1.fc10

437142 – [FIX]Crash [@ nsStyleContext::Destroy] with image map, MathML

USN-717-1: Firefox and Xulrunner vulnerabilities | Ubuntu

Mozilla Firefox/Thunderbird/SeaMonkey MFSA 2009 -01 to -06 Multiple Remote Vulnerabilities

416461 – Crash [@ nsStyleContext::Release] on reload with mathml element and menupopup

Red Hat update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com

Slackware update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com

SecurityTracker.com Archives - Mozilla Firefox Bugs in JavaScript Engine and Layout Engine May Let Remote Users Execute Arbitrary Code

Fedora update for thunderbird - Secunia Advisories - Vulnerability Information - Secunia.com
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The Slackware Linux Project: Slackware Security Advisories

Advisories | Mandriva

Ubuntu update for firefox-3.0 and xulrunner-1.9 - Secunia Advisories - Vulnerability Information - Secunia.com

Security Alerts - Secunia

rhn.redhat.com | Red Hat Support

[security-announce] SUSE Security Announcement: Mozilla Firefox 2 (SUSE-

[SECURITY] Fedora 9 Update: seamonkey-1.1.15-3.fc9

[SECURITY] Fedora 9 Update: thunderbird-2.0.0.21-1.fc9

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

ASA-2009-040 (RHSA-2009-0256)

[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA

Support

Fedora update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com

461027 – Crash [@ nsContentUtils::ComparePosition] with binding

MFSA 2009-01: Crashes with evidence of memory corruption (rv:1.9.0.6)

Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com

USN-741-1: Thunderbird vulnerabilities | Ubuntu security notices

The Slackware Linux Project: Slackware Security Advisories

Slackware update for mozilla-thunderbird - Secunia.com

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

401042 – Crash [@ nsInlineFrame::ReflowFrames] with ::first-letter float, binding, pre and //

Debian -- Security Information -- DSA-1830-1 icedove

331088 – crash with <input type=file> and events

Fedora update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com

422301 – Crash [@ nsOverflowContinuationTracker::Insert] with -moz-column, padding, margin

420697 – Crash [@ nsAttributeTextNode::~nsAttributeTextNode()] with text and stroke-dasharray and stroke-dashoffset

421839 – Crash [@ nsTypedSelection::ScrollPointIntoClipView] with toggling iframe, mousedown and mousemove

Mozilla Thunderbird Multiple Vulnerabilities - Secunia.com

449006 – [FIX] Crash [@ PlaceholderTxn::RedoTransaction] with redo, formatblock, DOMCharacterDataModified mutation listener

Ubuntu update for thunderbird - Secunia Advisories - Vulnerability Information - Secunia.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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https://bugzilla.mozilla.org/show_bug.cgi?id=449006
http://secunia.com/advisories/34387
https://www.cve.org/CVERecord?id=CVE-2009-0352
https://nvd.nist.gov/vuln/detail/CVE-2009-0352


There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2009-0352
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


