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CVE CVE-2009-0356
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-04 19:30:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description Mozilla Firefox before 3.0.6 and SeaMonkey do not block links to the (1) about:plugins and (2) about:config URIs from .desl

/ ]

Risk And Classification

Primary CVSS: v2.0 5.1 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:P/A:P

Problem Types: CWE-59 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 0.1 All All All


https://cve.report/
https://cve.report/CVE-2009-0356/mitre
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https://cve.report/api/cve/CVE-2009-0356.json
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Application Mozilla Firefox 2.0.0.7 All All All
Application Mozilla Firefox 2.0.0.8 All All All
Application Mozilla Firefox 2.0.0.9 All All All
Application Mozilla Firefox 2.0_.1 All All All
Application Mozilla Firefox 2.0_.10 All All All
Application Mozilla Firefox 2.0_4 All All All
Application Mozilla Firefox 2.0_5 All All All
Application Mozilla Firefox 2.0_.6 All All All
Application Mozilla Firefox 2.0_.7 All All All
Application Mozilla Firefox 2.0_9 All All All
Application Mozilla Firefox 2.0_8 All All All
Application Mozilla Firefox 3.0 All All All
Application Mozilla Firefox 3.0 alpha All All
Application Mozilla Firefox 3.0 beta2 All All
Application Mozilla Firefox 3.0 beta5 All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.2 All All All
Application Mozilla Firefox 3.0.3 All All All
Application Mozilla Firefox 3.04 All All All
Application Mozilla Firefox All All All All
Application Mozilla Seamonkey All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
ASA-2009-040 (RHSA-2009-0256) af854a3a-2127
Support / Security / Advisories / / MDVSA-2009:044 | Mandriva af854a3a-2127
Avaya Products Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127
Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127
rhn.redhat.com | Red Hat Support af854a3a-2127
Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127
Mozilla Firefox/Thunderbird/SeaMonkey MFSA 2009 -01 to -06 Multiple Remote Vulnerabilities af854a3a-2127
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http://support.avaya.com/elmodocs2/security/ASA-2009-040.htm
http://www.mandriva.com/security/advisories?name=MDVSA-2009:044
http://secunia.com/advisories/33846
http://secunia.com/advisories/33809
http://www.vupen.com/english/advisories/2009/0313
http://rhn.redhat.com/errata/RHSA-2009-0256.html
http://secunia.com/advisories/33799
http://www.securityfocus.com/bid/33598

Mozilla Firefox '.desktop’ Files May Let Remote Users Execute Arbitrary Code with Chrome Privileges - SecurityTracker
Fedora update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com

MFSA 2009-04: Chrome privilege escalation via local .desktop files

Repository / Oval Repository

Fedora update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com

[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA

[SECURITY] Fedora 9 Update: xulrunner-1.9.0.6-1.fc9

460425 — (CVE-2009-0356) [FIX].desktop allows remotely loading "about:config" & "about:plugins" with little user interaction
CVE Program record

NVD vulnerability detail

1] |
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af854a3a-2127
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CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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