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Summary

CVE CVE-2009-0361

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-13 17:30:00 UTC

Updated 2018-10-11 21:01:00 UTC

Description Russ Allbery pam-krb5 before 3.13, as used by libpam-heimdal, su in Solaris 10, and other software, does not properly handle calls to pam_setcred when running setuid, which allows local users to overwrite and change the ownership of arbitrary files by setting the KRB5CCNAME environment variable, and then launching a setuid application that performs certain pam_setcred operations.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eyrie Pam-krb5 3.0 All All All

Application Eyrie Pam-krb5 3.1 All All All

Application Eyrie Pam-krb5 3.10 All All All

Application Eyrie Pam-krb5 3.11 All All All

Application Eyrie Pam-krb5 3.2 All All All

Application Eyrie Pam-krb5 3.3 All All All

Application Eyrie Pam-krb5 3.4 All All All

Application Eyrie Pam-krb5 3.5 All All All

Application Eyrie Pam-krb5 3.6 All All All

Application Eyrie Pam-krb5 3.7 All All All

Application Eyrie Pam-krb5 3.8 All All All

Application Eyrie Pam-krb5 3.9 All All All

Application Eyrie Pam-krb5 3.0 All All All

Application Eyrie Pam-krb5 3.1 All All All

Application Eyrie Pam-krb5 3.10 All All All

Application Eyrie Pam-krb5 3.11 All All All

Application Eyrie Pam-krb5 3.2 All All All
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Application Eyrie Pam-krb5 3.2 All All All

Application Eyrie Pam-krb5 3.3 All All All

Application Eyrie Pam-krb5 3.4 All All All

Application Eyrie Pam-krb5 3.5 All All All

Application Eyrie Pam-krb5 3.6 All All All

Application Eyrie Pam-krb5 3.7 All All All

Application Eyrie Pam-krb5 3.8 All All All

Application Eyrie Pam-krb5 3.9 All All All

Application Eyrie Pam-krb5 All All All All
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Organization Published Contributor Statement

Red Hat 2009-02-13 Joshua Bressers Not vulnerable. This issue did not affect the versions of the pam_krb5 package, as shipped with Red Hat Enterprise Linux 2.1, 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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