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Summary

CVE CVE-2009-0387

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-02 19:30:00 UTC

Updated 2018-10-11 21:01:00 UTC

Description Array index error in the qtdemux_parse_samples function in gst/qtdemux/qtdemux.c in GStreamer Good Plug-ins (aka gst-plugins-good) 0.10.9 through 0.10.11 allows remote attackers to cause a denial of service (application crash) and possibly execute arbitrary code via crafted Sync Sample (aka stss) atom data in a malformed QuickTime media .mov file, related to "mark keyframes."

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gstreamer Good Plug-ins 0.10.10 All All All

Application Gstreamer Good Plug-ins 0.10.11 All All All

Application Gstreamer Good Plug-ins 0.10.9 All All All

Application Gstreamer Good Plug-ins 0.10.10 All All All

Application Gstreamer Good Plug-ins 0.10.11 All All All

Application Gstreamer Good Plug-ins 0.10.9 All All All

Application Gstreamer Plug-ins 0.8.5 All All All

Application Gstreamer Plug-ins 0.8.5 All All All

References
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

GStreamer QuickTime Media File Parsing Multiple Buffer Overflow Vulnerabilities

Ubuntu update for gst-plugins-good0.10 - Secunia Advisories - Vulnerability Information - Secunia.com

Advisories | Mandriva

Bug 481267 – CVE-2009-0397 gstreamer-plugins, gstreamer-plugins-good: heap-based buffer overflow while parsing malformed QuickTime media files via crafted Time-to-sample (stss) atom data

trapkit.de/advisories/TKADV2009-003.txt
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gstreamer/gst-plugins-good - 'Good' GStreamer plugins

Release notes for GStreamer Good Plug-ins 0.10.12 "Taken Under Advisement"

SecurityFocus

oss-security - CVE Request -- (sort of urgent) gstreamer-plugins-good (repost) (more details about affected versions -- final version)

Red Hat update for gstreamer-plugins-good - Secunia Advisories - Vulnerability Information - Secunia.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:005

Gentoo Linux Documentation -- GStreamer plug-ins: User-assisted execution of arbitrary code

Repository / Oval Repository

USN-736-1: GStreamer Good Plugins vulnerabilities | Ubuntu

Gentoo update for gst-plugins-good, gst-plugins-base, and gst-plugins-libpng - Secunia Advisories - Vulnerability Information - Secunia.com

GStreamer Good Plug-ins QuickTime Processing Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

Support

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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