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CVE CVE-2009-0480
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-09 16:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The IP implementation in Sun Solaris 8 through 10, and OpenSolaris before snv_82, uses an improper arena when allocatit

/ |

Risk And Classification

Primary CVSS: v2.0 4.9 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:N/A:C

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

Complete

AV:L/AC:L/Au:N/C:N/I:N/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Opensolaris snv_01 All sparc All
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Operating System Sun Opensolaris snv_74 All x86 All
Operating System Sun Opensolaris snv_75 All sparc All
Operating System Sun Opensolaris snv_75 All x86 All
Operating System Sun Opensolaris snv_76 All sparc All
Operating System Sun Opensolaris snv_76 All x86 All
Operating System Sun Opensolaris snv_77 All sparc All
Operating System Sun Opensolaris snv_77 All x86 All
Operating System Sun Opensolaris snv_78 All sparc All
Operating System Sun Opensolaris snv_78 All x86 All
Operating System Sun Opensolaris snv_79 All sparc All
Operating System Sun Opensolaris snv_79 All x86 All
Operating System Sun Opensolaris snv_80 All sparc All
Operating System Sun Opensolaris snv_80 All x86 All
Operating System Sun Opensolaris All All sparc All
Operating System Sun Opensolaris All All x86 All
Operating System Sun Solaris 10 All sparc All
Operating System Sun Solaris 10 All x86 All
Operating System Sun Solaris 8 All sparc All
Operating System Sun Solaris 8 All x86 All
Operating System Sun Solaris 9 All sparc All
Operating System Sun Solaris 9 All x86 All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

Sun Solaris IP Minor Numbers Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com  af854a3a-212
sunsolve.sun.com/search/document.do af854a3a-2121
Repository / Oval Repository af854a3a-212]

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-212%
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http://cve.report/software/sun/solaris
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/33751
http://sunsolve.sun.com/search/document.do?assetkey=1-21-116965-34-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6038
http://www.vupen.com/english/advisories/2009/0364

sunsolve.sun.com/search/document.do

Solaris Bug in IP Implementation Lets Local Users Deny Service - SecurityTracker
ASA-2009-042 (SUN 248026)

Sun Solaris ip(7P) Kernel Module Minor Number Allocation Local Denial Of Service Vulnerability
mail.opensolaris.org/pipermail/onnv-notify/2008-January/013262.html

CVE Program record

NVD vulnerability detail

1 S

af854a3a-212]

af854a3a-212%
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af854a3a-212]
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.securityfocus.com/bid/33550
http://mail.opensolaris.org/pipermail/onnv-notify/2008-January/013262.html
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