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CVE-2009-0485

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2009-02-09 17:30:00 UTC

2009-03-25 05:50:00 UTC

Cross-site request forgery (CSRF) vulnerability in Bugzilla 2.17 to 2.22.7, 3.0 before 3.0.7, 3.2 before 3.2.1, and 3.3 before
| i

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Bugzilla 217 All All All
Mozilla Bugzilla 2.17.1 All All All
Mozilla Bugzilla 2.17.3 All All All
Mozilla Bugzilla 217.4 All All All
Mozilla Bugzilla 2.17.5 All All All
Mozilla Bugzilla 2.17.6 All All All
Mozilla Bugzilla 217.7 All All All
Mozilla Bugzilla 2.18 All All All
Mozilla Bugzilla 2.18 rci All All
Mozilla Bugzilla 2.18 rc2 All All
Mozilla Bugzilla 2.18 rc3 All All
Mozilla Bugzilla 2.18.1 All All All
Mozilla Bugzilla 2.18.2 All All All
Mozilla Bugzilla 2.18.3 All All All
Mozilla Bugzilla 2.18.4 All All All
Mozilla Bugzilla 2.18.5 All All All

Mozilla Bugzilla 2.18.6 All All All
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Application Mozilla Bugzilla 2.21 All All All

Application Mozilla Bugzilla 2.211 All All All

Application Mozilla Bugzilla 2.22 All All All

Application Mozilla Bugzilla 2.22 rcl All All

Application Mozilla Bugzilla 2.22.1 All All All

Application Mozilla Bugzilla 2.22.2 All All All

Application Mozilla Bugzilla 2.22.3 All All All

Application Mozilla Bugzilla 2.22.4 All All All

Application Mozilla Bugzilla 2.22.5 All All All

Application Mozilla Bugzilla 2.22.6 All All All

Application Mozilla Bugzilla 3.0 All All All

Application Mozilla Bugzilla 3.0 rci All All

Application Mozilla Bugzilla 3.0.1 All All All

Application Mozilla Bugzilla 3.0.2 All All All

Application Mozilla Bugzilla 3.0.3 All All All

Application Mozilla Bugzilla 3.04 All All All

Application Mozilla Bugzilla 3.0.5 All All All

Application Mozilla Bugzilla 3.0.6 All All All

Application Mozilla Bugzilla 3.2 All All All

Application Mozilla Bugzilla 3.2 rci All All

Application Mozilla Bugzilla 3.2 rc2 All All

Application Mozilla Bugzilla 3.3.1 All All All

Reference Source Link

466692 — [SECURITY] keywords and unused flag types can be deleted by bypassing the token check CONFIRM  bugzilla.mozilla.org
Bugzilla HTML Injection and Cross Site Request Forgery Vulnerabilities BID www.securityfocus.com
[SECURITY] Fedora 10 Update: bugzilla-3.2.2-2.fc10 FEDORA  www.redhat.com
3.2, 3.0.6, 2.22.6, and 3.3.1 Security Advisory :: Bugzilla :: bugzilla.org CONFIRM  www.bugzilla.org
[SECURITY] Fedora 9 Update: bugzilla-3.2.2-2.fc9 FEDORA  www.redhat.com
Fedora update for bugzilla - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA  secunia.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

(| |

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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