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Summary

CVE CVE-2009-0490

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-10 01:30:00 UTC

Updated 2023-11-07 02:03:00 UTC

Description Stack-based buffer overflow in the String_parse::get_nonspace_quoted function in lib-src/allegro/strparse.cpp in Audacity 1.2.6 and other versions before 1.3.6 allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via a .gro file containing a long string.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Audacity Audacity 1.2.6 All All All

Application Audacity Audacity 1.3.0 All All All

Application Audacity Audacity 1.3.1 All All All

Application Audacity Audacity 1.3.3 All All All

Application Audacity Audacity 1.3.4 All All All

Application Audacity Audacity 1.3.5 All All All

Application Audacity Audacity 1.3.6 All All All

Application Audacity Audacity 1.2.6 All All All

Application Audacity Audacity 1.3.0 All All All

Application Audacity Audacity 1.3.1 All All All

Application Audacity Audacity 1.3.3 All All All

Application Audacity Audacity 1.3.4 All All All

Application Audacity Audacity 1.3.5 All All All

Application Audacity Audacity 1.3.6 All All All

Application Audacityteam Audacity All All All All

Application Audacityteam Audacity 1.2.6 All All All
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References

Reference Source

Audacity "String_parse::get_nonspace_quoted()" Buffer Overflow - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Audacity 1.2.6 (.gro File) Local Buffer Overflow PoC EXPLOIT-DB

Error 404 Not Found MLIST

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Gentoo Bug 253493 - media-sound/audacity <1.3.6 Buffer overflow in String_parse::get_nonspace_quoted() (CVE-2009-0490) CONFIRM

51070 OSVDB

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:004 SUSE

[audacity-devel] 20090110 Audacity "String_parse::get_nonspace_quoted()" Buffer Overflow

Audacity 'lib-src/allegro/strparse.cpp' Buffer Overflow Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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