
CVE-2009-0543
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2009-0543

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-12 16:30:00 UTC

Updated 2009-06-09 05:32:00 UTC

Description ProFTPD Server 1.3.1, with NLS support enabled, allows remote attackers to bypass SQL injection protection mechanisms via invalid, encoded multibyte characters, which are not properly handled in (1) mod_sql_mysql and (2) mod_sql_postgres.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Proftpd Proftpd 1.3.1 All All All

Application Proftpd Proftpd 1.3.1 All All All

References

Reference Source Link Tags

Bug 3173 – Encoding-dependent SQL injection vulnerability CONFIRM bugs.proftpd.org

Gentoo Linux Documentation -- ProFTPD: Multiple vulnerabilities GENTOO security.gentoo.org

Advisories | Mandriva MANDRIVA www.mandriva.com

oss-security - Re: CVE request for proftpd MLIST www.openwall.com

Debian -- Security Information -- DSA-1730-1 proftpd-dfsg DEBIAN www.debian.org

oss-security - Re: CVE request for proftpd MLIST www.openwall.com

Gentoo update for proftpd - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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