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Summary

CVE CVE-2009-0547

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-12 23:30:00 UTC

Updated 2017-09-29 01:33:00 UTC

Description Evolution 2.22.3.1 checks S/MIME signatures against a copy of the e-mail text within a signed-data blob, not the copy of the e-mail text displayed to the user, which allows remote attackers to spoof a signature by modifying the latter copy, a different vulnerability than CVE-2008-5077.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Evolution Evolution 2.22.3.1 All All All

Application Evolution Evolution 2.22.3.1 All All All

References

Reference Source

Fedora update for evolution-data-server - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

oss-security - CVE Request -- evolution MLIST

Bug 484925 – CVE-2009-0547 evolution-data-server: S/MIME signatures are considered to be valid even for modified messages (MITM) CONFIRM

GNOME Evolution S/MIME Email Signature Verification Vulnerability BID

[SECURITY] Fedora 9 Update: evolution-data-server-2.22.3-3.fc9 FEDORA

Red Hat update for evolution and evolution-data-server - Advisories - Community SECUNIA

Repository / Oval Repository OVAL

Support / Security / Advisories / / MDVSA-2009:078 | Mandriva MANDRIVA

rhn.redhat.com | Red Hat Support REDHAT

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:006 SUSE

Red Hat update for evolution-data-server - Advisories - Community SECUNIA

#508479 - evolution shows a SMIME signed messages as ok even if modified - Debian Bug report logs MISC
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http://cve.report/software/evolution/evolution
http://cve.report/vendor/evolution
http://cve.report/software/evolution/evolution
http://secunia.com/advisories/34363
http://openwall.com/lists/oss-security/2009/02/10/7
https://bugzilla.redhat.com/show_bug.cgi?id=484925
http://www.securityfocus.com/bid/33720
https://www.redhat.com/archives/fedora-package-announce/2009-March/msg00672.html
http://secunia.com/advisories/34339
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9619
http://www.mandriva.com/security/advisories?name=MDVSA-2009:078
http://www.redhat.com/support/errata/RHSA-2009-0354.html
http://lists.opensuse.org/opensuse-security-announce/2010-03/msg00004.html
http://secunia.com/advisories/34338
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=508479


Debian update for evolution-data-server - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

SUSE Update for Multiple Packages - Advisories - Community SECUNIA

Evolution S/MIME Signed Message Integrity Vulnerability - Advisories - Community SECUNIA

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:012 SUSE

rhn.redhat.com | Red Hat Support REDHAT

[SECURITY] Fedora 10 Update: evolution-data-server-2.24.5-4.fc10 FEDORA

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:011 SUSE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Debian -- Security Information -- DSA-1813-1 evolution-data-server DEBIAN

Bug 564465 – Wrong signature marked as valid on modified mail messages CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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