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CVE CVE-2009-0547
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2009-02-12 23:30:00 UTC
Updated 2017-09-29 01:33:00 UTC
Description Evolution 2.22.3.1 checks S/MIME signatures against a copy of the e-mail text within a signed-data blob, not the copy of the

1|

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Evolution Evolution 2.22.3.1 All All All
Application Evolution Evolution 2.22.3.1 All All All

References

Reference

Fedora update for evolution-data-server - Secunia Advisories - Vulnerability Information - Secunia.com
oss-security - CVE Request -- evolution

Bug 484925 — CVE-2009-0547 evolution-data-server: S/IMIME signatures are considered to be valid even for modified messages (MITM)
GNOME Evolution S/MIME Email Signature Verification Vulnerability

[SECURITY] Fedora 9 Update: evolution-data-server-2.22.3-3.fc9

Red Hat update for evolution and evolution-data-server - Advisories - Community

Repository / Oval Repository

Support / Security / Advisories / / MDVSA-2009:078 | Mandriva

rhn.redhat.com | Red Hat Support

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:006

Red Hat update for evolution-data-server - Advisories - Community

#508479 - evolution shows a SMIME signed messages as ok even if modified - Debian Bug report logs
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Debian update for evolution-data-server - Secunia Advisories - Vulnerability Information - Secunia.com Sl
SUSE Update for Multiple Packages - Advisories - Community Sl
Evolution S/MIME Signed Message Integrity Vulnerability - Advisories - Community Sl
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:012 Sl
rhn.redhat.com | Red Hat Support RI
[SECURITY] Fedora 10 Update: evolution-data-server-2.24.5-4.fc10 Ft
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:011 Sl
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VI
Debian -- Security Information -- DSA-1813-1 evolution-data-server DI
Bug 564465 — Wrong signature marked as valid on modified mail messages Ct
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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