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Summary

CVE CVE-2009-0582

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-14 18:30:00 UTC

Updated 2017-09-29 01:33:00 UTC

Description The ntlm_challenge function in the NTLM SASL authentication mechanism in camel/camel-sasl-ntlm.c in Camel in Evolution Data Server (aka evolution-data-server) 2.24.5 and earlier, and 2.25.92 and earlier 2.25.x versions, does not validate whether a certain length value is consistent with the amount of data in a challenge packet, which allows remote mail servers to read information from the process memory of a client, or cause a denial of service (client crash), via an NTLM authentication type 2 packet with a length value that exceeds the amount of packet data.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Evolution-data-server 2.25.92 All All All

Application Gnome Evolution-data-server 2.25.92 All All All

Application Gnome Evolution-data-server All All All All

References

Reference Source

Fedora update for evolution-data-server - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Bug 487685 – CVE-2009-0582 evolution-data-server: insufficient checking of NTLM authentication challenge packets CONFIRM

[SECURITY] Fedora 9 Update: evolution-data-server-2.22.3-3.fc9 FEDORA

Red Hat update for evolution - Advisories - Community SECUNIA

Red Hat update for evolution and evolution-data-server - Advisories - Community SECUNIA

52673 OSVDB

SecurityTracker.com Archives - Evolution Camel NTLM SASL Processing Bug Lets Remote Users Obtain Potentially Sensitive Information SECTRACK

Evolution Camel NTLM SASL Implementation Information Disclosure - Advisories - Community SECUNIA

Support / Security / Advisories / / MDVSA-2009:078 | Mandriva MANDRIVA

rhn.redhat.com | Red Hat Support REDHAT

Red Hat update for evolution-data-server - Advisories - Community SECUNIA
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https://bugzilla.redhat.com/show_bug.cgi?id=487685
https://www.redhat.com/archives/fedora-package-announce/2009-March/msg00672.html
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http://securitytracker.com/id?1021845
http://secunia.com/advisories/34286
http://www.mandriva.com/security/advisories?name=MDVSA-2009:078
http://www.redhat.com/support/errata/RHSA-2009-0354.html
http://secunia.com/advisories/34338


[security-announce] SUSE Security Summary Report: SUSE-SR:2009:010 SUSE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

rhn.redhat.com | Red Hat Support REDHAT

Debian update for evolution-data-server - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

rhn.redhat.com | Red Hat Support REDHAT

IBM X-Force Exchange XF

[SECURITY] Fedora 10 Update: evolution-data-server-2.24.5-4.fc10 FEDORA

Another Evolution-Data-Server freeze break MLIST

SUSE Update for Multiple Packages - Advisories - Community SECUNIA

Repository / Oval Repository OVAL

Evolution Data Server 'ntlm_challenge()' Memory Contents Information Disclosure Vulnerability BID

Debian -- Security Information -- DSA-1813-1 evolution-data-server DEBIAN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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