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Summary

CVE CVE-2009-0584

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-23 20:00:00 UTC

Updated 2018-10-10 19:29:00 UTC

Description icc.c in the International Color Consortium (ICC) Format library (aka icclib), as used in Ghostscript 8.64 and earlier and Argyll Color Management System (CMS) 1.0.3 and earlier, allows context-dependent attackers to cause a denial of service (application crash) or possibly execute arbitrary code by using a device file for processing a crafted image file associated with large integer values for certain sizes, related to an ICC profile in a (1) PostScript or (2) PDF file with embedded images.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Argyllcms Cms All All All All

Application Ghostscript Ghostscript 0 All All All

Application Ghostscript Ghostscript 5.50 All All All

Application Ghostscript Ghostscript 7.05 All All All

Application Ghostscript Ghostscript 7.07 All All All

Application Ghostscript Ghostscript 8.0.1 All All All

Application Ghostscript Ghostscript 8.15 All All All

Application Ghostscript Ghostscript 8.15.2 All All All

Application Ghostscript Ghostscript 8.54 All All All

Application Ghostscript Ghostscript 8.56 All All All

Application Ghostscript Ghostscript 8.57 All All All

Application Ghostscript Ghostscript 8.60 All All All

Application Ghostscript Ghostscript 8.61 All All All

Application Ghostscript Ghostscript 0 All All All

Application Ghostscript Ghostscript 5.50 All All All

Application Ghostscript Ghostscript 7.05 All All All

Application Ghostscript Ghostscript 7.07 All All All
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Application Ghostscript Ghostscript 7.07 All All All

Application Ghostscript Ghostscript 8.0.1 All All All

Application Ghostscript Ghostscript 8.15 All All All

Application Ghostscript Ghostscript 8.15.2 All All All

Application Ghostscript Ghostscript 8.54 All All All

Application Ghostscript Ghostscript 8.56 All All All

Application Ghostscript Ghostscript 8.57 All All All

Application Ghostscript Ghostscript 8.60 All All All

Application Ghostscript Ghostscript 8.61 All All All

Application Ghostscript Ghostscript All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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