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Summary

CVE CVE-2009-0587

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-14 18:30:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description Multiple integer overflows in Evolution Data Server (aka evolution-data-server) before 2.24.5 allow context-dependent attackers to execute arbitrary code via a long string that is converted to a base64 representation in (1) addressbook/libebook/e-vcard.c in evc or (2) camel/camel-mime-utils.c in libcamel.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Go-evolution Evolution-data-server All All All All

References

Reference Source Link

Ubuntu update for evolution - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Red Hat update for evolution - Advisories - Community SECUNIA secunia.com

Red Hat update for evolution and evolution-data-server - Advisories - Community SECUNIA secunia.com

oCERT archive MISC www.ocert.org

Support / Security / Advisories / / MDVSA-2009:078 | Mandriva MANDRIVA www.mandriva.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Red Hat Customer Portal MISC access.redhat.com

Red Hat update for evolution-data-server - Advisories - Community SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

52703 OSVDB osvdb.org

GNOME glib Base64 Encoding and Decoding Multiple Integer Overflow Vulnerabilities BID www.securityfocus.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com

https://cve.report/
https://cve.report/CVE-2009-0587/mitre
https://cve.report/CVE-2009-0587/nist
https://cve.report/CVE-2009-0587/cve_org
https://cve.report/api/cve/CVE-2009-0587.json
https://cve.report/CVE-2009-0587.pdf
http://cve.report/vendor/go-evolution
http://cve.report/software/go-evolution/evolution-data-server
http://secunia.com/advisories/34351
http://secunia.com/advisories/34348
http://secunia.com/advisories/34339
http://www.ocert.org/advisories/ocert-2008-015.html
http://www.mandriva.com/security/advisories?name=MDVSA-2009:078
http://www.redhat.com/support/errata/RHSA-2009-0354.html
https://access.redhat.com/errata/RHSA-2009:0354
http://secunia.com/advisories/34338
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11385
http://osvdb.org/52703
http://www.securityfocus.com/bid/34100
http://www.redhat.com/support/errata/RHSA-2009-0358.html
http://www.securityfocus.com/archive/1/501712/100/0/threaded


Debian update for evolution-data-server - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

USN-733-1: evolution-data-server vulnerability | Ubuntu UBUNTU www.ubuntu.com

488226 – (CVE-2009-0587) CVE-2009-0587 evolution-data-server: integer overflow in base64 encoding functions MISC bugzilla.redhat.com

Red Hat Customer Portal MISC access.redhat.com

access.redhat.com | CVE-2009-0587 MISC access.redhat.com

oss-security - [oCERT-2008-015] glib and glib-predecessor heap overflows MLIST openwall.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:012 SUSE lists.opensuse.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

ocert.org/patches/2008-015/evc-CVE-2009-0587.diff MISC ocert.org

ocert.org/patches/2008-015/camel-CVE-2009-0587.diff MISC ocert.org

52702 OSVDB osvdb.org

Red Hat Customer Portal MISC access.redhat.com

Debian -- Security Information -- DSA-1813-1 evolution-data-server DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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