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CVE CVE-2009-0588
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-27 16:30:00 UTC
Updated 2009-06-09 05:32:00 UTC
Description agent/request/op.cgi in the Registration Authority (RA) component in Red Hat Certificate System (RHCS) 7.3 and Dogtag C
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Certificate System 7.3 All All All

Application Redhat Certificate System 7.3 All All All

Application Redhat Dogtag Certificate System All All All All

Application Redhat Dogtag Certificate System All All All All

References

Reference Soul
484828 — op.cgi security bug allows RA agents to approve requests not assigned to their agent group CON
Red Hat update for rhpki-ra - Secunia.com SEC
488706 — (CVE-2009-0588) CVE-2009-0588 rhpki-ra: improper authorization checks in Cerificate System's Registration Authority CON
Dogtag Certificate System Agent Group Security Bypass - Secunia Advisories - Vulnerability Information - Secunia.com SEC
Support | Red Hat RED

Red Hat Certificate System Bug in Registration Authority Lets Remote Authenticated Users Bypass Access Controls - SecurityTracker SEC

Red Hat Certificate System 'agent/request/op.cgi' Security Bypass Vulnerability BID
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http://secunia.com/advisories/35263
https://bugzilla.redhat.com/show_bug.cgi?id=488706
http://secunia.com/advisories/35242
http://www.redhat.com/support/errata/RHSA-2009-1065.html
http://www.securitytracker.com/id?1022278
http://www.securityfocus.com/bid/35104
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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