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Wireshark 0.99.6 through 1.0.5 allows user-assisted remote attackers to cause a denial of service (application crash) via a |

| 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 0.99.6 All All All
Wireshark Wireshark 0.99.6a All All All
Wireshark Wireshark 0.99.7 All All All
Wireshark Wireshark 0.99.8 All All All
Wireshark Wireshark 1.0 All All All
Wireshark Wireshark 1.0.0 All All All
Wireshark Wireshark 1.0.1 All All All
Wireshark Wireshark 1.0.2 All All All
Wireshark Wireshark 1.0.3 All All All
Wireshark Wireshark 1.0.4 All All All
Wireshark Wireshark 1.0.5 All All All
Wireshark Wireshark 0.99.6 All All All
Wireshark Wireshark 0.99.6a All All All
Wireshark Wireshark 0.99.7 All All All
Wireshark Wireshark 0.99.8 All All All
Wireshark Wireshark 1.0 All All All
Wireshark Wireshark 1.0.0 All All All
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Wireshark: wnpa-sec-2

SecurityFocus

CVE Program record

NVD vulnerability detail
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issues.rpath.com/browse/RPL-2984

ASA-2009-082 (RHSA-2009-0313)
Repository / Oval Repository

Repository / Oval Repository

wiki.rpath.com/Advisories:rPSA-2009-0040

009-01

1937 — K12 capture file format errors

Security Alerts - Secunia

rPath update for tshark and wireshark - Secunia.com

[SECURITY] Fedora 9 Update: wireshark-1.0.6-1.fc9

Wireshark 1.0.5 Multiple Denial Of Service Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:005

Fedora update for wireshark - Secunia Advisories - Vulnerability Information - Secunia.com

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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SecurityTracker.com Archives - Wireshark Tektronix K12 and NetScreen Snoop File Reading Errors Let Users Deny Service

Wireshark NetScreen Snoop Capture File Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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