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Summary

CVE CVE-2009-0609

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-17 17:30:00 UTC

Updated 2009-02-18 05:00:00 UTC

Description Sun Java System Directory Proxy Server in Sun Java System Directory Server Enterprise Edition 6.0 through 6.3, when a JDBC data source is used, does not properly handle (1) a long value in an ADD or (2) long string attributes, which allows remote attackers to cause a denial of service (JDBC backend outage) via crafted LDAP requests.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Java System Directory Server 6.0 enterprise All All

Application Sun Java System Directory Server 6.1 enterprise All All

Application Sun Java System Directory Server 6.2 enterprise All All

Application Sun Java System Directory Server 6.3 enterprise All All

Application Sun Java System Directory Server 6.0 enterprise All All

Application Sun Java System Directory Server 6.1 enterprise All All

Application Sun Java System Directory Server 6.2 enterprise All All

Application Sun Java System Directory Server 6.3 enterprise All All

References

Reference Source

Sun Java System Directory Server Directory Proxy Server JDBC Backend Denial Of Service Vulnerability BID

251086 SUNALERT

Sun Java System Directory Server Directory Proxy Server Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

sunsolve.sun.com/search/document.do CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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