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Summary

CVE CVE-2009-0654

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-20 19:30:00 UTC

Updated 2009-02-25 05:00:00 UTC

Description Tor 0.2.0.28, and probably 0.2.0.34 and earlier, allows remote attackers, with control of an entry router and an exit router, to confirm that a sender and receiver are communicating via vectors involving (1) replaying, (2) modifying, (3) inserting, or (4) deleting a single cell, and then observing cell recognition errors at the exit router. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tor Tor 0.2.0.1 alpha All All

Application Tor Tor 0.2.0.10 alpha All All

Application Tor Tor 0.2.0.11 alpha All All

Application Tor Tor 0.2.0.12 alpha All All

Application Tor Tor 0.2.0.13 alpha All All

Application Tor Tor 0.2.0.14 alpha All All

Application Tor Tor 0.2.0.15 alpha All All

Application Tor Tor 0.2.0.16 alpha All All

Application Tor Tor 0.2.0.17 alpha All All

Application Tor Tor 0.2.0.18 alpha All All

Application Tor Tor 0.2.0.19 alpha All All

Application Tor Tor 0.2.0.2 alpha All All

Application Tor Tor 0.2.0.20 alpha All All

Application Tor Tor 0.2.0.21 alpha All All

Application Tor Tor 0.2.0.22 alpha All All

Application Tor Tor 0.2.0.23 alpha All All

Application Tor Tor 0.2.0.24 alpha All All
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Application Tor Tor 0.2.0.24 alpha All All

Application Tor Tor 0.2.0.25 alpha All All

Application Tor Tor 0.2.0.26 alpha All All

Application Tor Tor 0.2.0.27 alpha All All

Application Tor Tor 0.2.0.28 alpha All All

Application Tor Tor 0.2.0.29 alpha All All

Application Tor Tor 0.2.0.3 alpha All All

Application Tor Tor 0.2.0.30 alpha All All

Application Tor Tor 0.2.0.31 alpha All All

Application Tor Tor 0.2.0.32 alpha All All

Application Tor Tor 0.2.0.4 alpha All All

Application Tor Tor 0.2.0.5 alpha All All

Application Tor Tor 0.2.0.6 alpha All All

Application Tor Tor 0.2.0.7 alpha All All

Application Tor Tor 0.2.0.8 alpha All All

Application Tor Tor 0.2.0.9 alpha All All

Application Tor Tor All alpha All All

Application Tor Tor 0.2.0.1 alpha All All

Application Tor Tor 0.2.0.10 alpha All All

Application Tor Tor 0.2.0.11 alpha All All

Application Tor Tor 0.2.0.12 alpha All All

Application Tor Tor 0.2.0.13 alpha All All

Application Tor Tor 0.2.0.14 alpha All All

Application Tor Tor 0.2.0.15 alpha All All

Application Tor Tor 0.2.0.16 alpha All All

Application Tor Tor 0.2.0.17 alpha All All

Application Tor Tor 0.2.0.18 alpha All All

Application Tor Tor 0.2.0.19 alpha All All

Application Tor Tor 0.2.0.2 alpha All All

Application Tor Tor 0.2.0.20 alpha All All

Application Tor Tor 0.2.0.21 alpha All All

Application Tor Tor 0.2.0.22 alpha All All

Application Tor Tor 0.2.0.23 alpha All All

Application Tor Tor 0.2.0.24 alpha All All

Application Tor Tor 0.2.0.25 alpha All All

Application Tor Tor 0.2.0.26 alpha All All
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Application Tor Tor 0.2.0.27 alpha All All

Application Tor Tor 0.2.0.28 alpha All All

Application Tor Tor 0.2.0.29 alpha All All

Application Tor Tor 0.2.0.3 alpha All All

Application Tor Tor 0.2.0.30 alpha All All

Application Tor Tor 0.2.0.31 alpha All All

Application Tor Tor 0.2.0.32 alpha All All

Application Tor Tor 0.2.0.4 alpha All All

Application Tor Tor 0.2.0.5 alpha All All

Application Tor Tor 0.2.0.6 alpha All All

Application Tor Tor 0.2.0.7 alpha All All

Application Tor Tor 0.2.0.8 alpha All All

Application Tor Tor 0.2.0.9 alpha All All

References

Reference Source Link Tags

Black Hat ® DC 2009 Briefings Archives MISC www.blackhat.com

www.blackhat.com/presentations/bh-dc-09/Fu/BlackHat-DC-09-Fu-Break-Tors-Anonym... MISC www.blackhat.com Exploit

"One cell is enough to break Tor's anonymity" | The Tor Blog MISC blog.torproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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