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Summary

CVE CVE-2009-0661

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-19 10:30:00 UTC

Updated 2017-08-17 01:29:00 UTC

Description Wee Enhanced Environment for Chat (WeeChat) 0.2.6 allows remote attackers to cause a denial of service (crash) via an IRC PRIVMSG command containing crafted color codes that trigger an out-of-bounds read.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flashtux Weechat 0.2.6 All All All

Application Flashtux Weechat 0.2.6 All All All

References

Reference Source Link

WeeChat IRC Message Denial of Service - Secunia.com SECUNIA secunia.com

oss-security - Re: CVE request -- firefox, vlc, WeeChat MLIST www.openwall.com

WeeChat - Bugs: bug #25862, Crash when receiving special chars... [Savannah] CONFIRM savannah.nongnu.org

Debian -- Security Information -- DSA-1744-1 weechat DEBIAN www.debian.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

52763 OSVDB osvdb.org

Webmail - OVH VUPEN www.vupen.com

#519940 - weechat-curses: DoS (crash) with some IRC messages from other users - Debian Bug report logs CONFIRM bugs.debian.org

WeeChat IRC Message Remote Denial Of Service Vulnerability BID www.securityfocus.com

weechat.flashtux.org CONFIRM weechat.flashtux.org

Debian update for weechat - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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