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Summary

CVE CVE-2009-0667

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-09 17:30:00 UTC

Updated 2023-11-07 02:03:00 UTC

Description Untrusted search path vulnerability in Agent/Backend.pm in Ocsinventory-Agent before 0.0.9.3, and 1.x before 1.0.1, in OCS Inventory allows local users to gain privileges via a Trojan horse Perl module in an arbitrary directory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ocsinventory-ng Ocsinventory-agent 0.05 All All All

Application Ocsinventory-ng Ocsinventory-agent 0.08 All All All

Application Ocsinventory-ng Ocsinventory-agent 0.09 All All All

Application Ocsinventory-ng Ocsinventory-agent All All All All

Application Ocsinventory-ng Ocsinventory-agent 0.05 All All All

Application Ocsinventory-ng Ocsinventory-agent 0.08 All All All

Application Ocsinventory-ng Ocsinventory-agent 0.09 All All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 All All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 beta All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 rc1 All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 rc2 All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 rc3 All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 rc3-1 All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 All All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 beta All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 rc1 All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 rc2 All All
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Application Ocsinventory-ng Ocs Inventory Ng 1.0 rc2 All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 rc3 All All

Application Ocsinventory-ng Ocs Inventory Ng 1.0 rc3-1 All All

References

Reference Source Link

OCS Inventory NG Agent 'Backend.pm' Perl Module Handling Code Execution Vulnerability BID www.securityfocus.com

#506416 - ocsinventory-agent: - Debian Bug report logs CONFIRM bugs.debian.org

nana.rulezlan.org/~goneri/ocsinventory-agent/Ocsinventory-Agent-0.0.9.3.tar.gz CONFIRM nana.rulezlan.org

OCS Inventory Professionnel www.ocsinventory-ng.org

Debian update for ocsinventory-agent - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

404 Not Found CONFIRM security.debian.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Debian -- Security Information -- DSA-1828-1 ocsinventory-agent DEBIAN www.debian.org

55718 OSVDB osvdb.org

OCS Inventory Unified Agent Insecure Module Search Path - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

OCS Inventory Professionnel CONFIRM www.ocsinventory-ng.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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