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Summary

CVE CVE-2009-0688

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-15 15:30:00 UTC

Updated 2017-09-29 01:33:00 UTC

Description Multiple buffer overflows in the CMU Cyrus SASL library before 2.1.23 might allow remote attackers to execute arbitrary code or cause a denial of service (application crash) via strings that are used as input to the sasl_encode64 function in lib/saslutil.c.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Carnegie Mellon University Cyrus-sasl 1.4.1 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.0 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.10 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.11 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.13 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.15 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.16 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.2 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.20 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.21 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.22 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.23 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.24 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.26 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.27 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.28 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.3 All All All
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Application Carnegie Mellon University Cyrus-sasl 1.5.3 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.5 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.0 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.1 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.2 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.3 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.4 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.5 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.0 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.1 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.10 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.11 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.12 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.13 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.14 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.15 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.16 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.17 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.18 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.19 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.2 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.20 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.21 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.3 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.5 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.6 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.7 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.8 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.9 All All All

Application Carnegie Mellon University Cyrus-sasl 1.4.1 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.0 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.10 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.11 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.13 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.15 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.16 All All All
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Application Carnegie Mellon University Cyrus-sasl 1.5.2 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.20 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.21 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.22 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.23 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.24 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.26 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.27 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.28 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.3 All All All

Application Carnegie Mellon University Cyrus-sasl 1.5.5 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.0 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.1 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.2 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.3 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.4 All All All

Application Carnegie Mellon University Cyrus-sasl 2.0.5 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.0 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.1 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.10 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.11 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.12 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.13 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.14 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.15 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.16 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.17 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.18 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.19 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.2 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.20 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.21 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.3 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.5 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.6 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.7 All All All

http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl
http://cve.report/vendor/carnegie_mellon_university
http://cve.report/software/carnegie_mellon_university/cyrus-sasl


Application Carnegie Mellon University Cyrus-sasl 2.1.7 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.8 All All All

Application Carnegie Mellon University Cyrus-sasl 2.1.9 All All All

Application Carnegie Mellon University Cyrus-sasl All All All All
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-06-19 Tomas Hoger The upstream fix for this issue is not backwards compatible and introduces an ABI change not allowed in Red Hat Enterprise Linux. Therefore, there is no plan to address this problem directly in cyrus-sasl packages. All applications shipped in Red Hat Enterprise Linux and using affected sasl_encode64() function were investigated and patched if their use of the function could have security consequences. See following bug report for further details: https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2009-0688#c20

There are currently no legacy QID mappings associated with this CVE.
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