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Summary

CVE CVE-2009-0691

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-23 21:30:00 UTC

Updated 2009-06-26 04:00:00 UTC

Description The Foxit JPEG2000/JBIG2 Decoder add-on before 2.0.2009.616 for Foxit Reader 3.0 before Build 1817 does not properly handle a fatal error during decoding of a JPEG2000 (aka JPX) header, which allows remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via a crafted PDF file that triggers an invalid memory access.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Foxitsoftware Foxit Reader 3.0 All All All

Application Foxitsoftware Foxit Reader 3.0 All All All

Application Foxitsoftware Jpeg2000 Jbig2 Decoder Add-on All All All All

References

Reference Source Link

US-CERT Vulnerability Note VU#251793 CERT-VN www.kb.cert.org

Foxit Software - Foxit Reader 3.0 for Windows CONFIRM www.foxitsoftware.com

Foxit Reader JPEG2000/JBIG Decoder Add-On Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

504 Gateway Time-out BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SecurityTracker.com Archives - Foxit Reader JPEG2000 Processing Bugs Let Remote Users Execute Arbitrary Code SECTRACK securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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